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1 Executive Summary

This deliverable (D4.1) presents the initial outcome of Work Package 4 (WP4). It provides the first integrated
implementation of theFLECOMG Native Al frameworlenablingendto-end Digital Twin (DTgssisted, zero

touch network automationacross multdomain 6G environments. The deliverable consolidates eaalge
designs, prototypes, and validations of key Al and system components, aligned with the reference architecture
defined in D2.21] . The work directly contributes to project objectvdy focusng on the development of
efficient, Native and Trustworthy Al algorithnfer intent-driven multistakeholder networks, ensuring
generalisability and uncertainty awareness. In paralledupportsthe design and integration of multi-layer
Network Digital Twin (NDT) framewankthin aZeroTouch 6G network architecture

WP4 is driven by four main objectives: (i) to develop Native and Trustworthy Al algorithms for automated
decisionmaking, (ii) to design and implement a midtyer Network Digital Twin (NDT) framework, (iii) to enable
multi-domain orchestration of NDTspa (iv) to integrate these components into a unified eneend DF
assisted automation framework. In this context, D4.1 serves as the initial milestone, bringing together the
contributions of all WP4 tasks into a coherent systewel perspective.

At the core of this work lies the FLEG@®I Intelligence Layer within the FLEGEINNetwork of Networks (NoN)
collaborative Framework, which provides the intelligence services supporting the FEEC@Btwork
automation, through the enablement and offerigf NDTa& and Ala& services, as mentioned in DPL? .
Internally, the Intelligence Layer is organised into three core components. First, the Agentic Al Control
Framework, which provides the decisioreking logic for agerbvased operation, including the selection and
composition of servicéevel intents. Seand, the Network Digital Twins Framework, which enables the
evaluation of management and control actions through the automated provisioning and execution of multi
domain digital twins in support of closddop processes. Third, the Trustworthy Al & ML @giens layer, which
ensures reliable and transparent Aladi®/en workflows for resource selection, orchestration, and optimisation
within the overall framework.

From the Agentic Al and Trustworthy Al perspective, this deliverable introducedridevi Foundation Models

for intent-driven automation, enabling semantic understanding, structured translation, and reasoning over
business and service intents. It incorptas critiqueguided reasoning, intent validation, and conflict resolution

to ensure feasible and Sladvare outputs. These capabilities are complemented by a cognitive elospd
framework, which provides governance and coordination of riajter loopssupports DRbased optimisation

for adaptive decisiommaking, and ensures Slafvare assurance through continuous monitoring and reasoning.
The closedoop governance and coordination systewperates in conjunction with the NDTaaS framework for
what-if analysis and decision validation, and with the Trustworthiness Evaluation Framework (TEF) for
continuous validation of Al decisions. In addition, the framework leveragasa&ervice (Alaas3upported by
MLOps and model catalogues, to enable scalable audable Al capabilities. To ensure reliability, the
framework embeds Trustworthy Al techniques, including uncertainty quantification, calibration, and
explainability.

From the Network Digital Twin perspective, the deliverable defines a-thotiain Network Digital Twin (NDT)
framework, covering NTN, RAN, and transport networks, with support for multiple abstraction layers (network,
slice, and service). The proposed fewmork is guided by a strong standardisatidmiven vision, ensuring
alignment with emerging industry practices. In particular, it considers 3GPP SA5 management aspects, as well as
ETSI ZSM principles for serviimsed management, closddop automation, ad lifecycle management. This
enables the definition of interoperable interfaces (e.g., NBI/SBI) and supports the transition towardsBDT
Service (NDTaaS) operation. Building on the proposed NDT framework, this deliverable further presents the NDT
asa-Service orchestration framework tenablethe coordinated management and operations of NDTs in a
scalable and flexible way across nuditimain and multlayer 6G environment. Acting as an integration layer, it
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exposes NDT capabilities as reusable services, facilitating their use indritemt management and network
optimisation.

Finally, the deliverableresents the initiaplanning ofthe endto-end integration ofNative Al models, closed

loop control mechanisms, and NDT frameworks, enabling coordinated deaisikimg, crosslomain
optimisation, and automated network operationSverall, D4.1 builds upon the reference architecture defined
in D2.2[1] and provides the initial prototyping and implementation of its key components within the FLECON
6G Intelligence Layer. It demonstrates the feasibility of integrating-hd$éd reasoning, cognitive closkxbp
intelligence, and multiayer Network Digital'wins to enable Ahative, DTassisted network automation in muiti
domain 6G environment#s an initial deliverable, the work focuses on eathge development, prototyping,
and partial integration of the proposed components. Further developmemisluding enhanced Al models,
advanced closetbop optimisation, and extended NDT/NDTaaS capadstitwill be refined, extended, and
validated in subsequent deliverables (e.g., D4.2), with an emphasis on full system integration, scalability, and
large-scale demoastration towards Zerélouch 6G network operations.
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2 Introduction

The evolution towards 6G networks demands a transition from traditionatiateed management approaches
to Alnative and intertdriven architectures capable of operating across heterogeneous, distributed, and multi
domain environments. In this context, hFLECOBG project aims to design an etmlend framework
combining LLMIriven Foundation Models for intent understanding, planning, and decomposition widh\Ain
algorithms for distributed network control, orchestration, and resource provisioning.
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Service Ppipelines
(Alaa$) Al Functions

And Tools

Network as a g
Service
(Naa$)

o
NDTas a L"
Service ﬁj L .‘_, .1.1

£

Experience Monitor

Service Composition Federated Partners Broker Intent API Feasibility Estimator
FLECON-6G Network of Networks (NoN) Collaborative Framework
Intelligence Layer
NoN Exposure Layer
Federated DSP '3 Agentic Al control framework
6G Service & Nework [ Monitorng, Control &
Multi-stakeholder e Bt o intent-based mgrmi Oflering Exposure mgmt exposure — Service selection & Fulfilment |
collaborative and
FIECON-66
distributed '::cx: RFS composition & coordination |
framework Layer NoN Management & Control Layer
e . Wl Network Digital Twins-aaS
| M T Service ﬁ} Runtime Dynamic Fe
Tg % ! T resource \t} opimisation and {3 Compos_ncn Orchestration framework
= Ll management ) SLA assurance and LCM NDT-aa$ lifecyclemanagement
Mz O
% = I ‘ Transport
4 | | nm um NDT
Non-public networks - e (T e r——
. ? . - U Trustworthy Al & ML Operations
B il - ~ h
72 = | — CognitiveClosed Loop
BEH 1 e = C R W e ) ﬁ inat |
L._Ig! Q . J $ Coordination MLOps
T4 Trustworthy Al& UQ |
it
Public networks
FLECON-6G
Multi-technology -
and multi- é
domain ety -
Cloud-native Core Network

Extreme Edge — Edge

Computing Fabric Non-Terrestrial Networks

infrastructure

Terrestrial Networks Functions and Vertical Applications

Figure2.1: HighLevelview of the Native AtrivenE2ENDTnetwork automation(Marked by Redolou)

Based on the architecture defined in DRLP as illustrated inFigure2.1, this deliverable (D4.1) presents the
initial prototyping and integration of a Native Al framework within the FLEGGNetwork of Networks (NoN)
collaborative frameworkBuilding upon the higlevel architecture Figure2.2 provides a detailed view of the
Intelligence Layer, highlighted by the red bo¥igure2.1. The Intelligence Layer is decomposed into three main
functional frameworks: theAgentic Al Control Framewaqrkhe NDFaaS Orchestration Framewgrknd the
Trustworthy Al & ML Operatiorisamework, which collectively enable-A&tive intent management, intelligent
orchestration of Network Digital Twins (NDTSs), and trustworthy cognitive closgdautomation. To illustrate
the task wise activitiewithin WP4, the different coloured dashed boundarie&igure2.2 identify the functional
components developed under each taskhe detailed mapping between the activities presented in this
deliverable and the corresponding WP4 tasks, is providédkifiollowingTablel .

Within this overall architecture, Task 4T 4.1)focuseson the Agentic Al Control Framework to enable LLM
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driven Intent Management and Planning across Business and ER@-End (E2E) Service laydrighlighted by

the green dashed boundary Figure2.2. In this context, the framework incorporates a Business Plane Chatbot
and Native Al Planning framework for transforming natural language inputs into validated Business Intents, a
critique-guided inferencdime reasoning approach for Service Intent decosifion into RFS compositions, and

an Intent Conflict Detection and Resolution framework for scalable and reliable Business Intent validation within
the Business IMF.

=
T4z ]

NDTaa$S Exposure Layer m
Marketplace layer
‘ — : T4.3
Intelligence Layer L_ A
Business Intent E Y o E Business Intent Report i!}..
b
Intent TMF 921 API ‘ NDT Orchestration
Intent Management Function NTN NDT RAN NDT Transport
Instance Instance NDT
Service Negotiation Agent Instance
(Ex. Service Selection & Fulfilment)
- NDT-aa$8 Orchestration framework
Business layer
Service Intent E ‘ h B Service Intent Report
V ) p— — — — — — — — — I
Intent TMF 921 API I " — h
-
[le3 &3 =T |
i 2 Model
Intent Management Function .E 2 MLOps Registry odel I
= 8
Resource Negotiation Agent I g w MLOpS
(Ex. RFS composition & coordination) 3 _5
2w
I =] Cognitive I
== 5
3| ey || commiion | ||
E2E Service layer I Coordination

@ Trustworthy Al & ML Operations

,r_'j Agentic Al control framework

Figure2.2: Detailed View of the Intelligence Layer with Tagske Mapping(HighlightedRedColourin Figure2.1)

Furthermore,as part of the Trustworthy Al and ML Operation frameworkhef intelligence layerhighlighted

by blue dashedbox in Figure2.2 under T 4.1the EEECOMG architecture enables autonomous monitoring,
analysis, decisiemaking, and execution through -dfiven closedoop governance and coordination
mechanisms across federated cleedge environments. Herethe monitoring stage retrieves federated
monitoring data from FLEC@G resource domains, while the analysis stage integrates with the FEEEON
AlaaS and NoN frameworks fordklven analysis across federated environments. The decision stage supports
alternative decision functions and integrates with the FLE®GNNDT framework for simulatieassisted
optimal decision selection. Finally, the execution stage enables automated enforcement of actions on federated
resources through the FLEC®® NoN framewdk. Within this closedoop paradigm, the reported DRiased
approaches support adaptive optimisation of SLA assurance, latency reduction, and resource efficiency, while
LLMbased reasoning mechanisms enable intamtare SLA analysis and interpretable decisiaking for
trustworthy zerotouch automation.To ensure reliable and trustworthy-8tiven operation, the framework also
incorporates uncertainty estimation, calibration, explainability, model validation, and the Trustworthiness
Evaluation Framework EF).
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Besides that, the NDdsa-Service (NDTaaS) Orchestration Framework, part of the FL-EGONelligence Layer,
highlighted by yellow dashed box fRigure 2.2, provides a unified environment for validating-ddven
orchestration decisions before their deployment in operational networks. functionality spans the
developments carried out in Task 424.2)andTaskd4.3(T 4.3) By leveraging muliayer Network Digital Twins
(NDTSs), it enables retime monitoring, prediction, whaif analysis, and validation across the Transport, RAN,
CN, and NTN domains, supporting Digital Tagsisted closetbop automation through the autonmad
provisioning and orchestration of muliomain digital twinsSo, to addresghese distinct characteristics and
operational requirementf different netwok domains,this framework incorporates domaispecific NDTSs.
Specifically, the MuHliLayer IP over Transport NDT supports transport network analysis andfvevaiuation,

the OpenAirinterface (OAbased RAN and Core Network (CN) NDT enabletoesmdd 5G RAN/CN emuiah

and orchestration validation, and the Industrial NTN NDT based on the COSNO framework provitiee real
representation and validation of satellite network behaviour and orchestration decisions. Together, these
complementary NDTs enabldomainspecific simulation, prediction, and validation, allowing orchestration
decisions to be evaluated before deployment while supportingassisted closetbop automation across
heterogeneous 6G networks$n addition, ths framework aligns with 3GPP SA5 and ETSI ZSM principles for
servicebased closedoop automation and NDT lifecycle managemgmnbviding a foundation for alignment with
emerging industry specifications and future contributions to relevaiandardisatiorbodies

In addition, preliminary integration activities towards etadend DTassisted Native Al network automation are
also introduced within the FLEC@®I$ architecture. Building upon the Native Al and Trustworthy Al mechanisms
together with the DT frameworks andrchestration functionalities, the proposed integration targets
interoperable and trustworthy muktiomain 6G automation. In this context, the initial integration perspectives
between the Agentic Al Framework, Intent Chatbot, Trustworthy Al functiorglitoN collaborative
framework, and NTMriented NDT environments are presented, focusing on interaction workflows and
architectural integration concepts within the FLEG&INecosystem.

2.1 Mapping FLECOMGOutputs

This section presents the FLECOMGY &rand Agreemen{GA)commitments as extracted fronthe formal
deliverable and task descriptipim respect to their outputs and work to be performed.

Tablel: Adherenceto FLECGND Q& D! 5Sf A@GSNIro6fS 9 ¢+Fala 5

(Vs
Q)¢

FLECONG GA FLECONG GA Respective Documen

Component Title| Component Outline Chapter(s) Justification

TASKS

Taska4.1: . . Enables zerotouch, intentdriven
Deliver Native Al for ) .

Native and| agentic intent network automation by combining
g Section3 (Native and| LLMbased reasoning closedloop

Trustworthy  All workflows Trustworth
) N N
algorithms ~ for| o| TEF. and cognitiy Trustworthy All optimisation and Trustworthy A|

zerotouch closedloop Prototype) enguring sce_llz_:lble, _adaptive, an
decision S reliable decisiormaking in  multi-
optimisation. )

automation domain 6G networks

Subtaskd.1.1: Deliver  LLMDriven Section 31 (LLM LLMbased models provide robus
_ Intent _ Ingestion Driven ' ntent semantic understanding, structure

LLMdriven Decomposition  ang Management  and Nent translation, and - reasonin

Intent Planning g capabilities, enabling scalable and S
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Management and
Planning

Planning
Design)

(Initia

aware intent management beyond th
limitations of traditional rulebased
approaches.

Subtasikd.1.2:

AlDriven Closed.oop

Section3.2 (Cognitive

Enables autonomous, adaptiy

N Governance anc ClosedLoop network optimisation through Al
Cognitive Closed Ootimisation Governance ang driven closed loops and DRhsed
Loop Automation| P Coordination) decisionmaking.

Deliver Trustworthy Al Ensures reliable, transparent, ar
Subtask 4.1.3 | techniques and Section 3.3|robust Al  decisions throug
Trustworthy Al & Trustworthiness (Trustworthy All uncertainty estimation, calibration
Evaluation Evaluation Framewor| Mechanisms) explainability, and THbased
(TEF). evaluation.
: . Focuses on the design ar
Multi-domain N.DT Section 4 (Network | implementation of the NDT
framework with| . . . . -
Taskd.2: : Digital Twing framework, includingstandardisation
standard interfaces fol . . .
kPl exchangd framework &| alignment,  architectural  desigrn
Network  Digital teedback and Orchestration of Mukt | interfaces, prototype implementationy
Twins framework N layer NDTs for Muki| and domainspecific digital twins tg
optimisation acrosg . , . : :
networks Domain Scenarios) | support intelligent and Dassisted

network management.

Subtasi4.2.1:

Standardisation
of NDT

Alignment with 3GPF

SA5 managemen
aspects and ET!
operational
automation
frameworks

Section 4.1
(Standardisation and
Vision of Network
Digital Twin

Presents the vision an
standardisatioralignment of Network
Digital Twins, focusing on 3GPP §
and ETSI frameworks for interoperal
DT-assisted network automation

Focuses on the orchestration ar

Task 4.3: Multi- Section 4 (Network | coordination of multlayer NDTS
layer  Network . Digital Twing across heterogeneous and federats
- .| NDTFasa-Service .
Digital Twins . . | framework &| domains through NDTadsed
. orchestration for multi . . . :
orchestration for domain diaital twins Orchestration of Muk | orchestration mechanisms, enablir
multi-domain 9 " | layer NDTs for Muki| scalable, interoperable, and zer
scenarios Domain Scenarigs | touch DTassisted network and servig
automation.
Present the NDTaaS orchestrati
Subtask.3.1 Design . of the Section 4.2 (NDT framework and its integration W.itr
_ orchestration Framework) Section| zerotouch network and servicg
NDFasa-Service | framework for multi | 4.3 (NDTaag management, focusing on function
Orchestration & domain,  multilayer | Orchestration architecture, interfaces, workflows
Integration NDTSs. Framework) and DTassisted automation acros

multi-domain environments.
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Task 4.4:Native
Al integration for
endto-end
assisted network
automation

Deliver the initial
Native Al Integration
Activities for Endo-
End DT-Assisted
Network Automation

DT

Section5 (Preliminary
Native Al Integratior
Activities for Eneo-
End D7Assisted
Network Automation)

Presents the preliminary integratio
activities toward enedo-end DT
assisted network automation, focusin
on the interoperability between the
Agentic Al framework, interndriven
interaction mechanisms, cognitiv
closedloop governance, and th
NDTaaS orastration framework to

enable coordinated, intelligent, an
automated multidomain network
operations.

DELIVERABLE

D4.1 NDT architecture prototyping for scalablsative Al driven zerdouch network automation (initia
version)

Initial releases of software and Al algorithmic models integrated itatave Al framework for E2E DT assis
network automation

2.2 DeliverableOverview and Report Structure

This deliverable presents thaitial implementation of the FLEC@GE Native Al frameworkor end-to-end

Digital Twin (DFassisted network automatigrcovering the design, development, and early validation of key Al
models and system components. The report is structured according to the defined tasks in WP4 as follows:

1 Executive Summaipectionl): Provideghe hightleveloverview of the objectivesey contrutions and
outcomesof the deliverable

1 Introduction (Section2): Presents the initiaNative Al frameworkor DT-assisted network automatign
addressingTrustworthy Aland NDT integration and laying the foundation for scalable,-dkiven
network automation.

1 Native and TrustworthyAl framework(Section3): Presents the design and initial implementationaof
Alnative, intentdriven automationframework integratingLLMbased reasoningcognitive closedoop
optimisation andTrustworthy Al mechanisms

1 NDT Framework and Orchestrati¢®ectiond): Presents thestandardisation and vision of NDdlgned
with 3GPP SA5 and ETSI, followed by the design ofNb& framework including interfaces,
implementations, and domaispecific digital twins. It further introduces tidDFasa-Service (NDTaaS)
orchestration framework enabling multi-domain orchestration, integration, and managemeot
network digital twins.

1 Preliminary Integratior{Section5): Presents the preliminary integration of the FLEGSENAgentic Al

framework, focusing on the interaction between the Chatbot and the Business and Service IMFs for

intent-driven processing and coordination. It also defines the initial integration betweegR tigmitive

Closedloop Governance and Coordination Framework and the NDTaaS Orchestration Framework,

establishing the foundation for NE&Ssisted cognitive closed loops and trustworthy-dAven
automation.

1 ConclusiongSection6): Summariseshe maincontributionsand highlights future directions and next
steps for the project.
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3 Native and Trustworthy Al

This section presents the design and initial implementation of the Native and Trustwortfraridwork
enabling intentdriven, Alnative automation for multdomain networks. The focus is developing an endo-

end agentic workflow that supports business intent interaction, intelligggtomposition, Atiriven planning,

and autonomous optimisation, while ensuring reliability angtworthiness.The proposed approach integrates
LLMdriven reasoning, cognitive closéabp control, andTrustworthy Al mechaems to realise scalable and
interpretable network intelligence. In particuldt,leverages teleconspecific data to enable structured intent
translation and decisiomaking, whileincorporating validation and conflict resolution mechanisms to ensure
consistency of business intenta.parallel, Aldriven closed loops are designed to continuously monitor, analyse,
and optimisenetwork behaviour. To guarantee robustness, the framework embeds uncertainty quantification,
calibration, explainability, and trustvaluation techniquesThis section is organised into three main parts. First,
LLMDriven Intent Management and Planni(fectiorB.1) introducethe businesdevel chatbot, critiqueguided
reasoning for service intenlecomposition into RFS, and intent conflict detection and resolution. Second,
Cognitive ClosetoopGovernance and Coordination (Sect®f) presentthe closedloop framework and DRL
basedoptimisation strategies. Finally, Trustworthy Al Mechanisms (Se8t)rcovers uncertaintgstimation,
calibration, explainability, model validation, and the Trustworthiness Evaluktimmework (TEF)

3.1 LLMDriven Intent Management andPlanning

This section introduces the initial design of LdNven intent management and planning, forming the erngont

of the Native Al workflow. The objective is to enable seamless interaction with business users, accurate
interpretation of highlevel intents, and their transformation into structured, machiaetionable
representations suitable for downstream orcluegion. To achieve this, Foundation Models based on LLMs are
leveraged to perform intent understanding, decomposition, and reasoning using telgoeaific knowledge.

The design emphasises generating vi@lined and structured outputs (e.g., service intents and-RFS
representations) to ensure consistency and reduce ambiguity or hallucinations. In addition, reasoning
capabilities are enhanced thugh critigueguided inference mechanisms, enabling iterative refinement of intent
decomposition. Furthermore, mechanisms for intent validation, conflict detection, and resolution are
incorporated to handle muklienant and multistakeholder scenarios, engng that business intents remain
feasible and aligned with network constraints. Overall, this section lays the foundation for intelligent, reliable,
and scalable intentlriven automation within the proposed Native Al framework.

3.1.1 Business plane chatbot andative Al planning

The objective of this section is to present the initial version of the Business Intent Chatbot and Native Al planning
framework within the FLECG®G Intelligence Layer.

3.1.1.1 Overview

This section describes the role of Native Al planning in supporting ceavliate remediation, where learning
based decision support theckedoy deterministic validation mechanisms and policy ruasrent stateof-the-

art [2] [3] is extendedSpecifically, in these recent works, it was shown that natiareduage intent interfaces
require explicit trust mechanisms, including validation, clarification, transparency, and safeguards against
ambiguous or unsafe intent interpretation. In parallél.Magentbased intent control has demonstrated
autonomous remediation capabilities but still requires pokweyare constraints and deterministic checks before
actions are applied.

3.1.1.2 Proposed Remediation Approach

This subsection presents the functionality of Besiness Intent Chatbaind theNative Al Planning Framework
under the Agentic AControl Frameworkwithin the FLECOBG Intelligence LaydShown inFigure2.1). The
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Business Intent Chatbot represents thetry pointof the FLECOBIG intent pipeline. A client submits a natural
language business request to the Intent Service, which forwards it to the Business Intent Management Function
(Business IMF), also acting as the Intent Engine. At this stage, the objectieeBafdiness IMF is not to directly
generate a service intent or a resource intent, but to understand the business request and produce a validated
Business Intent suitable for downstream processing.

High-level Pipeline Sequence (Input: Unvalidated TMF Intent -> Business IMF Agent -> Output: TMF921 Business Intent)

@]
g

j: ( Business IMF
API Client | 'MF‘ APl | (Intent Engine) Service Intent Agent |

: : Unvalidated TMF Intent intake : '

!
|

1 Submit unvalidated TMF intent !
>

|

|

2 Forward intent for processing
>

< SAckntentid) : |

: Semantic extraction and classification |

|
|

l

| | 4 Extract semantics + classify intent
i |

|

i

|

|

(clarification with API Client as needed)

: Deterministic validation }

Validate deterministically
(schema/rules/policy/ranges)

Filter admissible remediation candidates
Select best action with QL

5

alt [Validation fails] ! T :
| :A( 6 Reject (reason + diagnostics) 1 |

! L SRR ATEAR0N T Clagnosties). ! !

7. Qutcome: Rejected 1 :

'['\'r'a‘ii'Eé't'i]:SH'Eé's'ié's']"""""""'"""""""""""' : : :

| | 1 |

: ‘ { TMF921 emission I .

1 1 I 1

. : | 8 Emit TMF921 Business Intent -

1 1 I ’I

alt J  [Emission accepted] ] i "

| | | 9 Accepted (ref |

! | ‘_______g_c__e_[_:g__e____g_r_e__g_r_g_p_c_g)_______________________________I

| ' 10 Mark emitted (reference) | |

\ ‘( .................................................... | \

11 Outcome: Emitted i | 5
[Transient emission failure] T o
| | ‘_(,,:,L?,fﬁi!H,r,'?,f,,'F,i!'!'!99',-',!,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,:

! ! 1 13 Schedule retry (backoff) !

| | ‘ I

! ! ' 14 Re-emit TMF921 N

API Client IMF API Business IMF Service Intent Agent
L (Intent Engine)

Figure3.1: HighlevelBusiness Intent Function pipeline

The pipeline, illustrated iRigure3.1, starts with a TMF intent document. The client specifies the required service
through a TMFeompliant intent document, describing requirements such as connectivity between two locations,
the required bandwidth, a time window, and a priority levEhe Intent Service acknowledges the request and
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assigns an intent identifier. The IMF then performs semantic extraction and classification, identifying the relevant
fields, classifying the request, and checking whether the information is complete enough to continue.

If the request is ambiguous or incomplete, the system enters a conversational clarification stage. The Business
IMF asks targeted questions, the client provides the missing information, and the intertitraeted and re
classified using the updated dmixt. This interaction ensures that the resulting Business Intent is sufficiently
complete and semantically aligned with the user request before it is passed to validation.

After the semantic extraction and clarification stage, the intent is passed through deterministic validation. This
validation step acts as the hard gate of the pipeline. The Business IMF checks schema requirements, policy rules,
allowed parameter rangesnepoint validity, timing constraints, and possible conflicts with other active Business
Intents. If validation fails, the intent is rejected with explicit reasons and diagnostics. If validation succeeds, the
output is a validated Business Intent, ready TdiF921 emission towards the TMF921 Consumer, domain layer,

or orchestrator.

The research focus extends this validation stage with Native Al planning for remediation, as illustFitgotdn

3.2. In a realistic IntenBased Networking environment, several validated Business Intents may be active at the
same time. These intents may share network, compute, or transport resources, while expressing different
business objectives. For example, one Bessnintent may have critical priority and strict latency requirements,
while another may require high bandwidth for a longer transfer. When degradation or conflict appears, a
remediation action may improve one Business Intent while temporarily affectingthan This makes
remediation more complex than a direct faidt-action mapping.

The proposed approach keeps deterministic validationhasmain decision sourceThe validation layer first
determines which remediation actions are admissible under the current business intent context, policy
constraints, resource state, and conflict conditionsle@ning is then applied only within this validated action

set. Theréore, the learning mechanism does not replace validation and does not decide which actions are safe.
Its role is to select the most suitable admissible action based on ledongderm value.

We use tabular Qearning for remediation selection in the Intent processing pipeline. This is a pragmatic
decision. The operational state in our setting is small and discrete, and the set of remediation actions is likewise
limited and abstract, so the futate-action space can be enumerated directly. In this regian@bular method

is not only sufficient but well suited: it converges reliably and behaves predictably, whereas a deep
reinforcement learning approach would bring training instability anducesdi interpretability without any real

gain in representational power.

What matters more than the choice of learner is where it sits in the pipeline. Tlear@ing policy never decides

what is permissible. Admissibility is determined entirely by the deterministic validation layer, which produces
the set of policyand constaint-compliant remediation candidates; the learned policy then chooses among those
candidates only, and its choice is still subject to a final deterministic check before anything is applied. Because
of this, the autonomous component cannot violate schemaljcy, or safety constraints by construction. Each
selection is also traceable: we record the value ranking over admissible actions, a counterfactual comparison
against the alternatives, and an explainly certificate describing why the action was chasen

These properties transparency, reproducibility under fixed seeds, and provable convergeree precisely

what intent-driven 6G operation requires, where automated decisions must remain explainable and auditable
rather than opaque. The design is also aatead end. The selector is a replaceable module behind a fixed safety
contract, so if a future deployment needs a larger state representation, the learning backend can be swapped
without disturbing the validation or certification layers. Finally, the aggh earns its place empirically: on the
same seeded, incidertalibrated scenarios, the learned policy outperforms both static and exgedfimed
heuristics,demonstrating that adaptive selection adds measurable value while remafaihg within the
deterministic safety envelope.

OFLECOMG, 226 Page [22




D4.INDT architecture prototyping for scalable, native Al driven zero touch network automation (initial version) 3= srcon-s6

Remediation Phase (Intent Assurance -> Validated Corrective Action)

Business IMF Assurance & Deterministic QL Remediation Action Executor Domain [ Service
(Intent Engine) Observability Validation Selector (Abstract Control Layer) Controller
LA trigger |
1 Notify assurance degradation |
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2 Request current |
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service state, recent history
| rrrr—— I

|4 Submit incident context for validation |

1 prep: =

| & Check rules, policy, ranges, |

5 conflicts, safety constraints |
Validated incident state | !
+ admissible remediation candidates | |
I i ]
alt J [Noadmissible remediation] |
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[Admissibie remediation 8xists] |
i I revrsmmrserromen | '
| Action selection I
| g Provide validated state !
|~ + candidate actions I
| | . Score candidate actions |
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Final det gate
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e — ]
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|_ 19 Updated KPIs / service condition
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: Post-action
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(Intent Engine)

Observability

Deterministic
Validation

QL Remediation
Selector
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Figure3.2: Remediation RL intelligence module

This design is important because the best remediation action is not always immediately obvious. Some actions
may have delayed effects. Scaling capacity may introduce an immediate cost but improve satisfaction after
several control intervals. Rerouting mauickly restore one critical Business Intent but increase congestion for
another lowerpriority intent. Throttling a loweypriority intent may be undesirable locally, but it may preserve

the overall priorityweighted satisfaction of the active Busineshitset. These cases motivate the use of Native

Al planning as a decisi@upport mechanism within the validated remediation space.

3.1.1.3 Expected results and future work

The expected research outcome is an Intent Conflict Remediation Environment. This environment will model
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multiple validated Business Intents, shared resources, delayed remediation effects, anthtaosside effects.
The reward function will focus on losigrm Business Intent satisfaction rather than only infrastructure health.
It may include violation dation, number of affected intents, prioritweighted recovery, action cost, policy
violations, harmful side effects, escalation rate, and final TMF921 emission outcome.

The evaluation will compare constrainedi€arning against static priority heuristics, greedy immediateard
selection, random admissible action selection, and unconstraindea@ing. The objective is not simply to
demonstrate that learning always owggforms heuristics. A more realistic hypothesis is that heuristics can
perform efficiently for simple onstep conflicts, while constrained-l@arning becomes more useful when
remediation requires delayed, sequential, and contdgpendent decisions acrossmpeting Business Intents.

In this way, the Business Intent Chatbot and Native Al planning layer remain aligned with the overallf6GECON
intent pipeline. Naturalanguage requests are transformed into validated Business Intents, deterministic
validation preserves safety and policgmpliance, and @earning supports confliehware remediation only
within the admissible decision space. The detailed implementation, algorithmic specification, and
comprehensive evaluation of the proposed remediation environment will be further refaretireported in
upcoming project deliverables.

3.1.2 Critigue-GuidedInference Time Reasoning for Service intent decomposition into RFS

3.1.2.1 Overview

The evolution of intendriven 6Gnetworks aligned wih TMF921 requires intelligent mechanisms to transform
high-level service requirements intealisableservice configurations. In this context, tB8E Service Layer Intent
Management Function (IMR)lays a critical role by translating validated Service Intents, received from the
Business Layer, into structured ResouFeeing Service (RFS) composit[dhib] . However the transformation

from Service Intent to RFS composition is inherently complex due to several challengeservics, Intents

often containimplicit requirements where not all necessary service capabilities are explicitly specified. Second,
multiple valid RFS compositions may exist for a given intent, making the mappirdeterministic. Third,
traditional rulebased or templatedriven approaches lack flexibility and struggle to adaphéberogeneous
service types and dynamic SLA constraimt§G environment$5] . Recent advances in large language models
(LLMs) have demonstrated strong capabilitiesdmantic understanding and reasoninmaking them promising
candidates for intent interpretation and service composition tafg§ls NeverthelessLLMbased generation is
inherently probabilistic, leading to variability in outputs across repeated executions, which raises concerns
regarding reliability and consistency in operational systf8hs

To address these limitations, this work introduces a reasedimgn approachfor Service Intent to RFS
composition within the Resource Negotiation Agent of the E2E Service Layer IMF, aligned with. TME921
proposedapproachleverages LLNbased semantic reasoning together with critiggeided refinement and
structured evaluation mechanisms to support flexible and -8lAre service composition generation.
Furthermore, ths approach is designed to operate at inference time and incorporates statistical validation
considerations for analysing the reliability and consistency of gee@dr&FS compositions within intedtiven

6G service orchestration workflows.

3.1.2.2 Proposed approach

The proposed approach focuses on transforming Service Intents intavdrd@ Resourc&acing Service (RFS)
compositions through reasonirdyiven inference within the Resource Negotiation Agent of the E2E Service Layer
IMF, as illustrated irFigure3.3. Typical RFS®ay include network slice services, edge computing services,
transport connectivity services and QoS enforcement functiBosexample, an intent requestiigR streaming

with latency below 10 mghay be translated into an RFS composition comprising a URLLC network slice, edge
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computing resources, and QoS policies, which can then be orchestrated by the underlying network management
framework.

Given a Service Interfthe objective is to derive an RFS composiRdmat satisfies the specified SLA constraints.
The mapping fronito Ris treated as a semantic and probabilistic inference probleacause the system must
understand the meaning of higlevel intents and infer suitable service compositions, while multiple valid
outputs may exist due to the probabilistic nature of L-bhbed reasoningThe goal is to identify an RFS
composition thatmaximisesa defined quality function based on SLA compliance, completeness, and structural
validity.

Chatbot

Marketplace layer

| |

Service Intent
Interpretation

Business Intent 6 Business Intent Report | l
Intent TMF921 Al . Reasoning LLM
( API based)
Initial RFS Gen.
’:_-} Intent Management Function
‘1"“_ ___________ ]
| ! A
. Critique Module Scoring Module
- Missing RFS - SLA Compliance
Business layer - SLA Gaps -Completeness
i 6 r]\ i - Inconsistencies -Validay
Service Intent \I.J 9 Service Intent Report
Intent TMF921 APL /
/
Refinement-loop
Intent Management Function Critique-guided
~ inference-time
\f}_ e e Mt i Reasoning
Final RFS
E2E Service layer Composition
Agentic AI Control L ,(JSON/Y AM,L,),,
fl _'K
Critique- ce Time R

Figure3.3: Workflow of thelnferenceTimeCritiqueGuided Reasoning for RFS Compositicthe E2E service layer

Theworkflow will be initiated after receiving a validated Service intefrom the Business layer, along with a
predefined RF8atalogueC At this stage, thdResource Negotiation Ageris responsible for interpreting the
service intent and deriving a structured RFS composiRptiat captures the required servidevel capabilities.

Instead of relying on predefined templates or ridased mappinggshe proposed apmach formulatesa novel
method to formulate this transformation assemantic reasoning problemA reasoningapable large language
model (LLM)DeepSeek R]9] or Magistral[10] ), accessed via API, is used to interpret intent semantics
including service requirements, SLA constraints, and implicit conditiand generate an initial RFS composition
in a structured format.

Y N'Q O p
where,"Qrepresents the pretrained LLM with fixed parameters.

As shownn the Figure3.3 this initial output is then iteratively refined through a critiqgeided processnspired

by CritigueGRP@11]. In this process, the generated RFS compositions are progressively improvedatsiag)
language critique feedback)? and quantitative evaluation scoresSY. At each iteation t, the current RFS
composition’yY is evaluated using a critique module that identifies missing components, SLA mismatches, and
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structural inconsistencies, expressed as natural language feedbacKhe critique feedback further assists the
scoring module in generating the evaluation scdfe S

So, i parallel, a set of quantitative evaluation metrics is computed, including SLA compliance, completeness with
respect to required service capabilities, and structural validity against the&®&8gue These are combined
into a weighted evaluation functioto computethe overall evaluation score®S

Y Y 'Y RO 1YY Y RA® 1Y Y I (2)
where,SyTh h @SNIF £t ljdzr t Ade a02NB ,&Fb KIS ICRyYSLNERAIFEYRO Sv G O 20\

Completeness score (required service capabilities coveBa@b { G NHzOG dzNJ € @ f ARAGE & O
RFSatalogu¢andh ZiMy 2 SAIKGAY3I FlLOG2NAR O2yGNRffAYy3d AYLRNIIY

The critique and evaluation signals are then fed back to the LLM, which generates an improved RFS composition:
Y NQ @y b RY o

This process is repeated for a fixed number of iteratibnsnabling progressive refinement of the output. The
final result is a refined RFS composition:

Yoy
which better aligns with the original Service Intent in terms of both semantic correctness and SLA satisfaction.

Here, the transformation from Service Intent (I) to RFS composition (R) is modelled as a probabilistic inference
process, where repeated executions of Lhhked reasoning may produce different candidatgtputs. To

analyse this behavioun statistical validation approadetill beintroduced, focusing on correctness with respect

to reference mappings, degree of SLA compliance, and consistency across repeated runs. This enables
guantitative assessment of the robustness and reliability of -bbsed reasoning ithin the Resource
Negotiation Agent.

The proposed approach operates entirely at inference time. Its contribution lies in combinindpasewl
semantic reasoning with critiquguided refinement and statistical evaluation, providing a practical and
extensible method for intentlriven service comosition at the E2E Service Laydfithin the context of the
FLECONG NoNIintelligence Layer architecture, as defined in Deliverable P2 (Section 4.3.1.3), the
proposed approach is positioned as a functional component oRissource Negotiation Agentithin theIntent
Management Function (IMRt the E2E Service Layer, as illustrateEigare3.3.

3.1.2.3 ExpectedResults

As an initial outcome, a critiqguguided inferencdime reasoningapproachfor transformingService Intent to

RFS composition has been introduced within the Resource Negotiation Agent of the E2E Service Layer IMF. The
currentactivities focu®n the definition ofthe overall reasoning workflovits integration perspective within the
FLECOMG NoNIntelligence Layer architecture, and the initial design of the statistical validation methodology

for analysing reliability and consistency of generated RFS conopss The detailed implementation,
algorithmic specification, and comprehensive performance evaluation will be further presented in the upcoming
deliverableD4.2.

3.1.3 Intent conflict detection andresdution approachfor validating businessintents
3.1.3.1 Overview

Networks are becoming harder to manage. More devices, more services, statieholdersand someone must
ensure that all elementsperatetogether seamlessly. IntesfBased Networking (IBN) is a response to this
problem: instead of configuring the network maally, users express what they wantaahigh level, and the
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system figures out how to make it happen. FLE®GNs based on this idea for 6G networks, where the diversity
of services and users makes manual managerpesttically impossibleThe work 0f12] was the first tchandle,

at the same timeconflictsin both space and time, treating each intent as a rectangle in a 2D plane. We used
this frameworkas our starting point, but three problems remained open for pingject'scontext. The resolution

loop has a parameter called MAX_ATTEMPTS thatetasy hand without a clear rul¢he framework only
worked ontwo dimensions and as more dimensions are adddahding a valid resolution gets harder. This
document describes these problems and their suggested solution.

This worl{12] treats each intent as a rectangle in a tdomensional plane. There is one axis for endpoint space
and one axis for time. Two intents conflict if their rectangles overlap. This work was a real step forward but
canbe upgraded for the projectBelow two problemsare presentedhat could lead tahis innovation.Firstly,

real network intents carry more than two conflict attributes. Bandwidth alone can cause an independent conflict
in the network. QoS class, latency requirements, and administrdtweainwill each introduce their own
conflicts. Thissi the limit of the current frameworksecondly, with the increase dimensions, finding a valid
resolution gets exponentially harder. The algorithmic loop from this wehich works fine with two dimerisns,

will not scale to five or six without a smarter search stratddye project needs a conflict engine that is both
multi-dimensional and fast enough for retihe use.

To address these limitations, the proposed approach leverages the existingirvemsional conflict detection

and resolution algorithms frorfiLl2] while extending the framework toward mutiimensional intent conflict
management In particular, this work introduces bandwidth as an additional conflict dimension beyond the
original space and time dimensions. The objective is to support more realistic intent representations for 6G
environments, where conflicts may arise from heteeagous service requirements and shared resource
constraints. Furthermore, the framework is designed as a scalable foundation that can later incorporate
additional dimensions, such as latency and @e&ed constraints, while enabling more efficient cactfli
resolution strategies for redlme network automation.

3.1.3.2 ProposedApproach

The proposed approadbaverageghe two-dimensionakonflict detection and resolution mechanisms introduced

in [12] , where intents are represented as geometric regions across space and time dimensions. The main
innovation consists of extending this model with a third conflict dimension corresponding to bandwidth
requirements. Unlike spatial or temporal conflicts, bamdblv conflicts may occur even when two intents do not
overlap in either space or time. Such situations arise when multiple intents target the same network resource
while requesting incompatible or contradictory bandwidth allocations. Therefore, the prap&senework
introduces resourcdevel conflict evaluation in addition to geometric overlap analysis.

Within the FLECOBIG architecture, the proposed approach is positioned esndlict validation modulewithin

the Business Layer Intent Management Function (IMfFthe NoN-IntelligencelLayer, as illustrate&igure3.4.

In this Figure3.4, the Business IMF submits the intents to the Validator. The Validator performs a conflict
detection check across the registered intents. If conflicts are detected, they are forwarded to the Conflict
Resolution Modulewhich represents the core contribution of this work. The Conflict Resolution Module analyses
the space, time, and bandwidth dimensions and applies the priority and importance weights of the conflicting
intents. Subsequently, if the conflict set is smiakolution is achieved through a brarahd-bound approach.

If the conflict set is large, a heuristic search strategy is employed.
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3.1.3.3 Expectedresults

In this initial proposal, the initial design and integration of a mudlilthensional intent conflict management
framework within the FLECG®G architecture is presented, supporting conflict detection and resolution across
space, time, and bandwidth dimensi®. The framework is intended to enhance the Business Layer Intent
Management Function (IMF) by enabling more scalable and reliable intent validationtativd and intert
driven 6G network managemerh addition, the work establishes the basis foremding the framework toward
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additional conflict dimensions, such as latency and-@d&ed constraints, while incorporating intent priority

and importance weighting mechanisms for more flexible conflict resolutiofuture deliverables, the proposed
approach will further investigate three main extensions. First, the framework will be expanded to support
additional conflict dimensions beyond bandwidth, following the same semantic conflict analysis methodology.
Secmd, intent priority and importance weighting mechanisms will be ipooated, enabling the conflict
resolution process to favour more critical intents when contradictory requirements arise. Third, since the
introduction of additional dimensions increases the complexity of the resolution process, scalable search
strategies wll be explored. In particular, the framewornwill combine deterministic branchnd-bound
techniques for small conflict sets with heuristiased approaches for larger and more complex scenarios. These
extensions aim to provide a more accurate, scalabfe] efficient conflict resolution framework for intent
management in Ahative 6G networks. Detailed implementation aspects, algorithmic refinements, and
comprehensive evaluation results will be presentethimupcoming project deliverablp4.2

3.2 Cognitive Closed.oop Governance and Coordination

6G networks are set to become highly complex, rrddtinain ecosystems incorporating a wide range of cutting
edge technologies, including Ndrerrestrial Networks (NTN), Ndtublic Networks (NPN), which enable
dedicated, isolated connectivity for specifierticals and industrial environments. These networks will support
highly dynamic and heterogeneoustualisedinfrastructures, seamlessly providing services spanning from the
extreme edge to the core, each with varying computational capabilities and nesgun order to address the
required management andptimisation complexity imposed by this novel heterogeneous 6G infrastructure,
novel management and orchestration architectures leverage the concept of elospsl[13] [14] [15] , which
provide Albased proactive and automated service and resoureeordfiguration targeting the enforcement of
the specific SLAs and tbptimisationof the usage of the underlyingrtualisedinfrastructure.

The closedoop paradigm approach, enabling automated management apiimisation is built upon four
sequential and interdependent stages: monitoring, analysis, decision, and execution (similar terminology is used
in different standards, but the overall concept is equivalent). The cycle begins with the continuous monitoring of
relevart metrics and KPIs across the managed infrastructure. The collected data feeds into the analysis stage,
where AI/ML techniques are applied to generate insights intob#eavour and current and future state of the

target network entities. These insights drive the decision stage, where corrective aa@ogtimisation
strategies, or replanning directives are determined in response to detected anomalies, performance
degradation oroptimisationopportunities. Finally, the execution stage enforces the decided actions by issuing
re-configuration or reallocation commands to the underlying infrastructure.

In this paradigm, closelbops are designed to enforce a set of specific goals on top of the managed
infrastructure. When multiple closed loops operate simultaneously, their individual decisions and executions
may conflict, overlap, or interfere with onenather. Closedoop coordination is the set of mechanisms and
principles designed to govern the interactions between concurrent CLs, ensuring that their cobettaxeour
remains consistent, efficient, and aligned with global service objectives.

In FLECORG, the Intelligence Layer aim® provide services for the automated deployment multi-layer
closedloops which enable the automated management of the network and compute serVioessservicshall
be tightly integrated with the FLEC@& NDTaaS framework for the automated assessment of closgd
decisions through muliayer NDT jobs, and with the trustworthiness evaluation framework (TERhédor
measurementand validation of theanalysisand decision models. In detaihe research chadinges in terms of
closedloop management and coordination are as follows:

1 Integration of NDT: Network Digital Twins (NDTs) play a crucial role in -ttmgedperation and
coordination by providing a shared, virtual representation of ¢ireualisedinfrastructure state. Before
any closedoop enforces an actignhe proposed change can be simulated within the NDT environment
to assess its impact before execution affects the managed services and infrastructure. This is also
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relevant for the closedoop coordinationallowing the anticipatory detection of potential conflicts, and
supportingthe resolution of conflictive closeldop decisions through NDT simulations.

91 Definition of closedoop coordination principles and related services: Current standards provide initial
guidelines and insights for the clostmbp coordination. The objective in FLEC&BIis toformalisethe
information models, services and operational workflowsreéalisethe coordination among different
closedloops.

1 Realisatiorof deep reinforcementearningbased closedoopsthat enableenhanced adaptation to the
dynamics of the clougdge servicelynamics

1 Developmentof LLMbased closedloop reasoning forautonomousinterpretation of service SL#\
translation intooptimisationobjectives,and explanation of automated closeldop decisions.

3.2.1 Closedloop governance & coordinatiofrramework

In FLECONG the aim is to design and develop extensions on top of the clekmap governanceframework
developed in HEXXII [16] . The cornerstone of thifrlamework isthe modellingand developmentof closed
loop as asetof interconnected stage hamely the monitoring, analysis, decision, and execution stdggsh of
thesestages implements its own internal logic, acting as a fully indepensigittvare applicationor A/ML
algorithm whichexchanges information with the other stages of the Idogletermine and enforcautomated
proactive and reactivee-configuration and orchestration decisionSollowing this concept, thelasedloop
functions are formally described througfunction descriptors whictdescribe the scope, the configuration
parametes,the supported actionand link to the AI/ML models and application orchestration descripfbingese
closedloop functions may be chained together through closddop descriptors whichalso enablethe
description of the closetbop highlevel goals, reaction category (e.g. short term, long term, dtod, type of
managed entities supported, etc.

The closedoop governanceframework developed in HEXAIl, is mainly composed of the following
components:

1 Closedoop descriptas catalogue Supports the onboardingnanagementand queryingof closedloop
functions and descriptorsin practice, tlis cataloguecontains the list of closetbops which can be
automatically provisioneds part of the management and orchestration procedures.

1 Closedoop Lifecycle ManagefLCM) Enables the automated provisioniregqd managemenbf the
closedloop based on the available catalogue of clodedp descriptors. In this sense, this component
supports the closedbop lifecycle management APRIliteracting mainly with: (i) the underlying
virtualised compute infrastructure for theapplication components associated with the clodedp
functions; (ii)the Al frameworkfor the automated provisioning and management of tiAé/ML
algorithms required by the factions. Moreover, this componentontains aRuntime Manageservice
which is responsibléor managing the closetbop events at runtime.

The highlevel software architecture of the closddop governance framework idepicted in Figure 3.5,
highlightingin yellowthe components affected by thextensionsenvisioned in FLEC@3G
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Figure3.5: Closedoop governance higlevel software architecture

3.2.1.1 NDT-based bsedloop decision assessment

As described previously, one of the targetahtributions in FLECGBEG is to enable the automateaksessment

of the closedloop remediation actiorthrough NDTSs. In this sengbe proposed change can be validated within
the NDT environment to assess its potential impact on managed services and infrastructure prior to actual
enforcement Therealisationof this extensiorin thisinitial versionresuted in (i) extensions to the closelbop
descriptor information model(ii) Design and development of new closiedp runtime services(iii) updatesto

the closedloop operational workflows.The extensions to the closddop descriptorinformation model aim at
enabling the definition of théNDT Jobs whicmay be used during the closedop operation The information
model of the closedoop descriptors is illustrated ifigure 3.6, highlightingin greenthe new information
elements. As depicted in the figurelosedloop descriptors include list of NDTob specificationsyhich contain

the: (i) Aname containing a humamneadable name associated with the NDT Jobth@ndtFunctionScopand
ndtCapability which allows to determine a runtimde NDT function based on the ones availablé¢he NDT
Orchestration framework; (iii) ThedtFunctionD, to referenceaspecific function instanc@.he meaning of these
parameters is further detailed iSed¢ion 4, which is aligned with the terminology proposed by ETSI and 3GPP in
[17]and[18].
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Figure3.6: Closedoop descriptor enhanced information model

The NDT Jolinformation associated with the closeldop descriptoris usedduring the closedoop instance
operation In particular, the decision stage of the clodedp may request evaluation ch set of possible
decisions to account fopossible untargeted side effects, and to assess the best option among the different
candidatesThe operational workflovinside theClosedoop Service Lifecycle manadgedepicted irFigure3.7.
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Figure3.7: Closedloop decision assessment through NDT workflow

As depicted irFigure3.7, the workflow is mainly triggered by the closkubp decision functionsawhich notify

the Closedoop governance framework about a set of possible decsjeffiectively asking foassessment). The
Runtime Managecomponent determines th&DT Job specification based on the information provided in the
associated closebbop descriptor (and possibtiiroughinternal policies)and forwards the request towards the
NDT Job Servicehich determines the specifiblDT function (if not already established through the NDT Job
reference), andriggers the request towards the NDT OrchestratOnce the NDOrchestratornotifies the
outcome of theNDT Jolhrough a report the final decision is computed at tiRuntime manageand forwarded
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towards the closedoop decision and execution function®Ve refer to Setion. 4 for further details regarding
the APlsand internal operations enabling the execution of NDT Jobs.

3.2.2 Deep Reinforcement Learning (DRBased Closed.oop Optimisation
3.2.2.1 Overview

To address the increasing complexity of resource management and service orchestration in dg@amic
environments DRL has been widely used and leveraged as a key enabler for-ldopamptimisation. In viatile
cloud-edge infastructures, traditionalrule-based approaches strulggto adapt tofluctuating workloads and
strict SLA requirements. In this context, DRL offers an adaptive alternative, enabling systems to continuously
learn and refine decisiemaking policies based on retiine feedbak from the mtwork environment[19] .
Within the closedoop paradigm, DRprovides a suitable approach for implementing the monitoramlysis
decisionexecution cycleDREbased methods can continuously adapt to changing workload patterns, resource
availability and network dynamics. This adaptability is essential in ckugk ecosystems, where service
demands are volatileand infrastructure conditions are heterogeneous and often unpredictable-HaRéd
control loops carmptimiselongterm system objectives, such asnimisingSLA violations, reducing latency and
improving resource efficiency, without relying on manual tuning or #éesed policies. As such, DRL is a key
enabler for zeretouch orchestration.

3.2.2.2 Proposed Approach

The proposed approaclks groundedin an elastic, learningiriven orchestration framework for clouedge
environments, where resource allocation and service placement are jointly optimised under dynamic workload
conditions Elasticity is defined as the ability of a system to autocadifi adjust its allocated resources in
response to workload fluctuations, while maintaining SLA compliance and avoiding resource cof@htion
This iscapturedthrough an elasticity interval, which bounds the feasible resource allocation levels required to
ensure performancewithout overprovisioning. Instead of explicitigefining workloadto-resource mapping
functions, the proposed framework implicitly learns this relationship through interaction with the environment.
The DRL agent observes workledaberdent states and optimises its decisions based on reward signals tied to
SLA compliance, resource utilisatiefficiency and adherence to elasticitgonstraints enabling adaptive
behaviour that responds to workload variations over tirBpecifically, the DRL formulation is applied through a
Markov Decision Process (MDP), which provides a structured way to model the interaction between the
orchestration agent and the environment. In this formulation, the state represents the current dpesat
context of the system, including workloadlated information, noddevel resource utilisation, resource
availability, and latencaware indicators that capture proximitynd communication conditions between nodes.

The action represents an orchestration decision, such as selecting an appropriate target node for service
placement and determining the corresponding level of service instance allocation. The reward provideskeedb

to the agent after each decision and reflects the quality of the selected action. It is designed to promote SLA
compliant, resourcefficient and stable orchestration behaviour, while penalising decisions that may lead to SLA
violations, inefficient reource usagaunnecessary reschedulig frequent service reconfiguration

To further enhance decisiemaking, the approach incorporates spatiotempoirgfbrmation into the learning
process. Elastic scheduling decisions are not only worldeapendent but also sensitive to factors such as rode
level contention and intenode latency. These aspease integrated into the system statenabling context
aware policy learningThe workflow, as depicted inFigure 3.8, illustrates how the proposed approach
continuouslyobserves workload rate, node resouraslisation, intra-cluster latency and resource constraints.
This state is encoded into a spatiotemporal representation and subsequently passeddoheulingagent,
which decides service placemeiind instance allocation across nodes. Findhg reward signals regarding
environment feedback are fed to the agent, closing the lodpe system is modelled as a clenative
microservices architecture deployed over a mualbde infrastructure, representeds a graph where nodes
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correspond to compute resources and edges capiater-node communication. The DRiased scheduling

agent continuously observes a global system state that combines-lewdé resource utilisation with latency
information derived from internode communication patternsSpecifically, the state at each timestep is
comprised of a composite feature vectathich combinesormalisednode-level CPU and memonmtilisation

across all compute nodes with a Transforrderived spatiotemporal latency embedding, allowthg agent to
observe both resource status and network conditions among the clusters while supporting efficient decision
making.Based on this state, the agent performs elastic scheduling by jointly determining service placement and
the number of instances to allocate per node. These decisions consider workload demand, resource availability
and network conditions, ensuring that sez&-level objectivegSLOsare met while avoiding inefficient resource
usage. By coupling placement and allocation into a single decision process, the proposed approach enables
efficient, proximityaware and SL-8ompliant orchestration in highly dynamic and distributed environments

System Obeservation Context & feature DRL scheduling Environment
M « 1%
® i¥ om om
® =
Workload Infrastructure abial efata + A BETH SHOn iy
= m =
Elasticity Interval (per service) v == E E
e 1 . & &
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Figure3.8: Highlevel workflow of the DRL scheduling.

3.2.2.3 Results

The performance of the proposed DRased closedoop optimisation framework is evaluated in a Kubernetes

based cloueedge testbed under realistic and dynamic workload conditioFise experimental testbed is
deployed on a multhode Kubernetes cluster, where each node represents a compute host within the cloud
edge continuum and is configured to emulate realistic netwlagler latency conditions. This setup enables the
framework tocapture the magnitude and temporal variation of laterspecificbehaviouracross distributed

nodes. To monitor intenode communication performance, a lightweight probe container is deployed on each
node and periodically collects latency measurements, which are then aggregated and stooexhirafisedile

server for subsequent processing by the agent. Workload variability is introduced by periodically generating
external HTTP requests toward the deployed services. In parallel, a continuous background traffic layer is
maintained at the transport layerotemulate persistent netark activity and capture the effects of regular
communication overhead.The evaluation considers heterogeneous mnatide environments where
containerised microservices are scheduled across distributed infrastructure. Workload patterns are designed to
capture burstiness, temporal variability and resource heterogeneity. TheaD&it performs joint scheduling

and placement decisions based on réaie system state, incorporating both resource utilisation and imede

latency information. To assess the affieeness of the proposed approach, it is compared against established RL
baselines, including DQN, A3C and PPO, all operating under the same system configuration. The evaluation
focuses on key performance indicators relevant to cleeg optimisation, mcluding SLA compliance, system
stability and decision efficiency. In this context, the SLA Satisfaction Rate (SSR) is defined as the percentage of
decisions that meet the predefined SLA constraints, providing aleighh measure of service reliabilityLs
constraints are primarily defined in terms of latency and service responsiveness, while resource efficiency is
treated as an optimisation objectivEigure3.9 depictsthat the proposed approach achieves an SLA Satisfaction
Rate (SSR) of 93.1%, outperforming PPO (89.1%), A3C (79.8%) and DOQN (75.6%), while reducing the SLA violatio
rate to 6.9%. This indicates that the DiiRlsed agent is able to consistently maintai-&bmpliant operation

under dynamic workload conditions, effectively adapting to changes in demand and resource availability. The
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decisions, taking into account both resource constraints and network conditions, while remaining proximity
aware in service placement.
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Figure3.9: SLA satisfaction rate across RL baselines

3.2.3 SLA Reasoning and closémbp Assurance
3.2.3.1 Overview

To address the increasing complexity of SLA assurance in dynamic B5G environments, traditional monitoring and
fault detection mechanisms are no longer sufficient to guarantee reliable service delivery. In modern cloud
native infrastructures, network behaxir must be continuously evaluated not only at the resource level but also

in relation to highlevel service intents that define expected outcomes. However, most existing approaches rely
on reactive detection and rulbased analysis, which struggle to imgeet behavioural deviations and their
impact on SLA compliance in heterogeneous and rapidly evolving systems.

In this context, machine learning and large language model (bbs8d reasoning provide a more adaptive and
intelligent alternative, enabling systems to analyse network behaviour and generate cemtaxt explanations

for SLA violatiorjg1] . By combining unsupervised behaviour modelling with semantic reasoning, the system can
move beyond simple anomaly detection towards understanding whether observed behaviour aligns with the
intended service objectives. This capability is particularly imporia zerctouch environments, where
autonomous systems must interpret, diagnose and respond to SLA deviations without human intervention.

Within the closedoop paradigm, the proposed approach extends the monitayamglysigdecisiorgexecution

cycle by incorporating an additional reasoning layer that links-léwgl observations to higlevel intent
realisatio22] . Instead of relying solely on statistical detection, the system evaluates behavioural deviations
through multiple generated explanations and assesses their semantic consistency. This enables the framework
to provide not only detection of SLA violationd lalso interpretable and confideneaware insights, supporting

more reliable and trustworthy decisiemaking.

3.2.3.2 Proposed approach

The proposed approach is grounded in a learrdrnigen framework for SLA assurance in clmadive B5G
environments, where the objective is not only to detect deviations from expected behaviour but also to interpret
their impact on servicéevel objectivesin contrast to traditional monitoring systems, which focus primarily on
low-level anomaly detection, the proposed framework integrates both statistical modelling and semantic
reasoning to provide a more comprehensive understanding of SLA compliancendiliss the system to move
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beyond reactive detection and support proactive, interpretable and tavsare decisiommaking in dynamic
network environments.

As depicted irFigure3.10, the core of the approach lieise an unsupervised behaviour modelling mechanism
based on an autoencoder architecture, which learns the normal patterns ct&@hpliant network traffic.
Deviations from this learned representation are identified through reconstruction error and interpreted a
potential SLA violations. Rather than relying on predefined rules or labelled data, the system captures the
underlying structure of complianbehaviourand detects inconsistencies as eanftdistribution events. This

allows the framework t@eneraliseacross diverse traffic conditions and identify both known and unknown types

of SLA violations, which is particularly important in heterogeneous and evolving B5G environments. To enhance
interpretability, the detected deviations are further processed thrbuglarge language model (LLiased
reasoning module, which generates natural language explanations describing the potential causes and
implications of the observed behaviour. These explanations are mapped to specific SLA dimensions, such as
latency, availality and reliability, enabling a direct link between ldewel observations and higlkvel service

impact. In order to ensure the reliability of these explanations, the framework introduces -aosslistency
mechanism that evaluates the semantic simtlasimong multiple generated responses. This mechanism acts as

a proxy for interpretive confidence, allowing the system to distinguish between stable;supgbrted
explanations and ambiguous or uncertain ones.

Environment
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Figure3.10: System model of the Str@asoning closed loop.

As a result, the proposed approach enables a more conservative anehtkase closedoop operation, where
decisions are not solely based on anomaly detection but also on the consistency and reliability of the underlying
explanations. Byrioritisingsemantically coherent and higlonfidence interpretations, the system reduces the

risk of false alarms and avoids unnecessary or unstable corrective actions, which are particularly important in
zerotouch environments, where automated decisions must behbatcurate and explainabl8pecifically, the
approach operates through a sequential detectierplanatiorgvalidation pipeline. First, Stedmpliant traffic

is used to train an autoencoder, so that the model learns the normal feature representation of-aligned
network behaviour. During inference, each new flow is reconstructed by the autoencoder and its reconstruction
error is computed using the mean squared erfi@iSE) Flows whose reconstruction loss exceedsdpémised
threshold, which is selected through a sweep over reconstruetioar values, are recorded as potential SLA
violations. Consequently, each detected abnormal flow is translated into a structured prompt containing relevant
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traffic features, such as duration, packet statistics, flags, flow, eite The LLM then generates multiple zero
shot explanations for the same deviation, allowing the system to infer whether the behaviour is related to
multiple SLA dimensions such as latency, throughput, availability, reliability, fairness, confideatality
compliance.Overall, the integration of unsupervised detection with -h&%ed reasoning provides a scalable
and adaptive solution for Sksware monitoring and decision support inext-generation network
infrastructures.

3.2.3.3 Results

The performance of the proposed framework is evaluated in a realistic network setting, focusing on its ability to
detect SLA violations and provide interpretable, semantically consistent explanations aligned with-lseelice
objectives. The evaluation nsiders heterogeneous traffic conditions and assesses both the accuracy of anomaly
detection and the reliability of the generated explanations. In this context, SLA constraints are defined across
multiple dimensions, including latency, availability, thrbpgt, reliability and stability, reflecting the
requirements of diverse B5G servicés. illustrated irFigure3.11, the empirical distribution of reconstruction
errors shows a clear separation between compliant and-campliant flows, enabling robust detection even
under unsupervised conditions. This confirms that the model effectively captures the underlying r&trattu
SLAcompliant behaviour andeliably identifies deviationsBeyond detection performance, the evaluation
highlights the importance of interpretability and semantic consistency in SLA assurance. TiasedM
reasoning module generates multiple explanations for each detected deviation, which are evaluatedsating a
consistency mechanism based on cosine similarity. As shoviigure 3.12 both seltconsistency and SLA
O2@SNI 38 LSFT G F alr YLt Ay3a G§SYLSNI G dzNB -off BetwkenILINE E A
interpretive diversity and reasoning stability. This result demonstrates that the system can balance variability in
gengated explanations with semantic coherence, ensuring that outputs remain both informative and reliable.

As a result, the progsed approach exhibits a more conservative and reliakilitgnted behaviour, where
decisions are not based solely on detected anomalies but also on the consistency of the generated explanations.
By prioritising semantically coherent outputs, the system avoids reacting to ambiguous ctdafidence
deviations, reducing the likelihood of false alarms and unnecessary corrective actions. This leads to more stable
and trustworthy closedoop operation, which is paularly important in ero-touch environments where
automated decisions must be both accurate and explainable. Overall, the results demonstrate that the proposed
approach provides an effective and scalable solution for-élake monitoring, combining high detection
accuracy withinterpretable reasoning and confidenesvare decision support, ultimately improving service
reliability and trust in automated network management systems.
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Figure3.11: Reconstruction error of SLA deviations
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3.3 Trustworthy Al Mechanisms

Theobijectiveof this section is to illustrate novel techniquiéeat will advancepre-emptive{ [ 'ags@ancén a
joint (ensemble) mannegndunderthe uncertaintyentailedby Al operations 06G networksTo this end, the
proposed frameworkvill be able toinsert intothe trustworthy AI/ML operations framework one of the
subsystems shaping the intelligence layer of FLE@&More specifically, theverallframework will enablehe
functional mechanisms to deploy, orchestrate, and expose Atfidtdelsacross 6G domains, whikupporting
trustworthy operationsfor the automation, assurance, anoptimisationabilitiesrealisedby cognitive closed
loop coordination framework anbly service & network digital twin orchestration framewoikis specific sub
F NJ Y S @mbjedilvewdl be tomonitorand assessthe lifecycle managemertdf theservices accessible
by all restarchitectural layerswhile maintainingan alignment withthe uncertaintyawareness principles posed
by the incorporation of Al models, amspeciallydeep learning models. ThHiamework will bepresentedviaa
case study, and itsnd goal will be toensureSLA comigance.

3.3.1 Uncertainty Quantification, Calibration, an&LA compliance
3.3.1.1 Overview& Innovation

The FLECOBG architecture envisions future 6G networks asdtlve systems where intelligence is embedded
throughout the network lifecycle management process. Within the FLE&®INtelligence Layer, functions such

as Alasa-Service (AlaaS), Network [ag Twin (NDT) orchestration, service composition and fulfilment,
cognitive closedoop coordination, and trustworthy Al and ML operations cooperate to enable autonomous
service provisioningyptimisation assurance, and orchestration across heterogeneous network domains. In this
context, Al models become fundamental decisinaking components supporting resource allocation, service
deployment, lifecycle management, SLA assurance, and automated netwaitiope[23] [24] [25] .

Despite the increasing adoption of-Adtive management frameworks, most existingdfiven orchestration
mechanisms rely on deterministic predictions aoptimisation outputs. Such approaches provide limited
information regarding the confidence associated with Al decisions, even though orchestration actions may affect
safetycritical, businesgritical, and missiowmritical services. Consequently, inaccurate or overidemt
predictions may propagate through closEmbp management systems, resulting in fingent resource
utilisation, degraded service quality, or SLA violations. Trustworthy Al has therefore emerged as a key
requirement for future Ahative 6G systems, extending beyond traditional concerns such as privacy preservation
and cybersecurityo encompass explainability and uncertairgywareness additionallj25] .

Sincemostmodern Al solutions are implemented through deep learning (DL) models, uncertainty quantification
(UQ) has become a fundamental component of trustworthy Al. Although deep neural networks have achieved
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remarkable success across numerous application domains, they remain susceptible to unexpected, incorrect,
and frequently overconfident predictions. Such behaviour is particularly problematic -matiké 6G
environments, where a single erroneous predictinay propagate through orchestration and automation loops.

The uncertainty associated with DL models originates primarily from two sowieadoric uncertainty which

stems from the inherent variability of data, aegistemic uncertainty which arises tim limited observations,

model misspecification, or distributional shifts. UQ provides mechanisms for estimating these uncertainties and
guantifying the confidence associated with model predictif# .

Current UQ approaches can be broaditegorisedinto Bayesian and frequentist probabilistic deep learning
methods. Bayesian approaches, such as Monte Carlo Dropout (MCD), estimate predictive uncertainty through
repeated stochastic inference and are capable of addressing both aleatoric and epistemitainbcg27]
Frequentist approaches, including Evidential Deep Learning (EDL) and maximum likelihood estimation (MLE)
based probabilistic deep learning models, directly learn the parameters of predictive distributions during training
and offer uncertaintyaware predicions with minimal inference overhedd8] . Recent studies further advocate

the integration of posthoc uncertainty refinement techniques, such as model calibration and conformal
inference, to improve the reliability and trustworthiness of probabilistic predictii@® and[30].

Despite the significant progress achieved in uncertaavyare prediction, considerably less attention has been
devoted to incorporating uncertainty information into service assurance and orchestration workflows. Existing
SLA management solutions predonmtlgt rely on deterministic forecasts, threshedhised monitoring
mechanisms, or reactive mitigation strategies, preventing orchestration entities from reasoning about the
probability of future SLA violations. This limitation becomes increasingly impadntakinative and zeregouch
management architectures, where trustworthy Al outputs are expected to drive cognitive doged
coordination, service composition and fulfilment mechanisms, and automated lifecycle management processes
[31] .To address these limitations, this work proposes an uncertantgre SLA assurance framework designed
as a complementary function of the FLEGEIN Intelligence Layer. The proposed framework combines
probabilistic deep learning, uncertainty quantificaticand ensemble SLA evaluation mechanisms to support
trustworthy and proactive service assurance. Multivariate probabilistic forecasting models are employed to
predict the future evolution of multiple servidevel indicators (SLIs) while simultaneouslyreating prediction
uncertainty. These uncertairigware forecasts are subsequently transformed into probabilistic SLA violation
estimates that can be consumed by cognitive clekap coordination functionsand service orchestration
mechanisms to support riskware decision making.

Compared to the state of the art, the proposed framework introduces the following enhancements:
1 Integration with the FLECG®G Intelligence Layer as a native trustworthy Al service.
1 Probabilistic multivariate forecasting of operational metrics across multiple service domains.

1 Uncertaintyaware and ensemble SLA evaluation mechanisms capable of handling complex SLA
definitions involving multiple SLls.

1 Riskaware support for cognitive closddop orchestration through probabilistic SLA violation
estimation.

1 Alignment with AlaaS and NDT paradigms, enabling uncertaméye intelligence to be exposed as a
reusable management service.

3.3.1.2 ProposedSolution Description

6G networks are expected to automate the lifecycle management of network services, following the principles
of ZereTouch Networks (ZTN) and Zéfouch Service Management (Z$28) . According to stateof-the-art
approacheg31] ZSM architectures incorporate data collection and monitoring componengmther resource
utilisation and energyrelated metrics. Furthermore, predictive analytics modules are employed to analyse
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historical data, including CPU/GPU utilization, memory consumption, storage usage, traffic load, and energy
consumption, in order to forecast future service demaff . Among the deep learning (DL) models commonly
adopted for timeseries forecasting, Long Shdrerm Memory (LSTM) networks have demonstrated sufficient
flexibility, efficiency, and effectiveness for modelling temporal dependencies and predicting futurensyste
behaviour. In the proposed framework, LSTM is employed in a multivariate forecasting setting, enabling the
simultaneous prediction of multiple time series. Furthermore, its capabilities are extended to quantify predictive
uncertainty, transforming the aoventional deterministic model into a probabilistic forecasting framework. To

the best of our knowledge, this constitutes one of the first attempts to develop an uncerawdye
multivariate DL framework for 6G service lifecycle management, capable imtfy jdorecasting critical
orchestration metrics and supporting ensemble SLA evaluation.

Madelling Phase SLA Evaluation Phasa

s @
Predictions & Per-5L0 Ensemble SLA
Time-series Uncertainty Probabilistic Yiclation
(Multi-Domain LSTM GAD Mean & Std {p, o) SLA Definitions Violation Prabability
Metrics} Canfidence Estimation {Statistical
Bounds
LSTM MCD

(from p.o) Computation)
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\

Figure3.13: Pipeline of ouuncertainty-awareframework, from time seriemodellingto SLA compliance estimation.

The pipeline of our proposed frameworkilisstratedin Figure3.13. On the left side, the pillazorresponds to

the modellingphase. For experimentaéasons, LSTM will run deterministicIBET), adjusted with the Gaussian
layer (the method that we wittalld DI dza & A | ¥ -IGRI®),dmadialyrg yith Monte Carlo dropout (MCD).
The deterministic (DET) and probabilistic forecasting approaches will be compared through the evaluation stage
of the framework, represented by the right pillar. This pillar is responsible for modelling SLA violation rules and
estimating the correspondingrobabilities of violation. More speaiflly, we propose a novel framework that
establishes a rigorous relationship between tiseries forecasting outputs and SLA assurance mechanisms.
Unlike previous work29] the proposed approach remains proactive through the use of forecasting while
simultaneously incorporating uncertainbwareness into the decisiemaking process. Furthermore, the
framework considers multiple time series concurrently, capturing diverse tipae aspects of a 6G
orchestrator rather than focusing solely on traffic load. These metrics are mapped to SLA definitions through a
set of welldefined constraints and inequalities, enabling the systematic estimation of SLA compliance. Finally,
the proposed methodology supports ensemble SLA evaluation, whereby multiple operational metrics can jointly
determine the status of a single SLA. All estimations and degisiding processes are performed within a
probabilistic framework, enabling riskvare serice assurance and orchestration.

3.3.1.2.1 ProbabilisticMultivariate Time Series Forecasting

Probabilistic timeseries forecasting extends conventional forecasting by enabling deep learning (DL) models to
predict future values together with the associated uncertainty. In addition to the central prediction (mean), the
model estimates a dispersion atric (standard deviation), providing a probabilistic description of future
observations. While traditional statistical forecasting methods, such as ARIMA, inherently provide prediction
intervals, conventional DL models produce only point estimates ancefibie require adaptation to support
uncertainty-aware forecasting. To address this limitation, our methodology converts a deterministic LSTM into a
probabilistic DL model through the Gaussian Adjustment approach. Specifically, a Gaussian probalpligtic out
layer is appended to the network, comprising two outputs that estimate the mean and standard deviation of the
forecasted value. This approach, commonly referred to as Gaussian Maximum Likelihood Estimation, has
recently been applied to traffic forecasy problems in 6G networ29] and follows a rationale similar to
Evidential Deep Learning for classification tasks. Since only a lightweight probabilistic output layer is added, the
computational complexity remains largely unaffected while enabling uncertawsre forecasting capalbiies.
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In our framework, forecasting is performed in a multivariate setfB®] where multiple time series are jointly
processed and predicted for the next time step. Accordingly, the LSTM architecture is adapted to accept multiple
input time series and produce a multivariate Gaussian outghayracterisedy a vector of means and standard
deviations. The model is implemented in Python using K€esssorFlow, while the multivariate Gaussian layer
isrealisedthrough TensorFlow Probability. The network consists of two hidden LSTM layers with 64 and 32 units,
respectively, followed by a probabilistic output layer with 2m outputs, where m denotes the number of
forecasted time series. A dropout rate of 20% is egapbetween layers, RelLU activations are used throughout
the hidden layers, while theutiput layer employs linear activations for the means and SoftPlus activations for
the standard deviations to ensure positivity. Training is performed using the Agdimiser (learning rate
0.001), a batch size of 1, a maximum of 100 epochs, and early stopping, while the objective function corresponds
to the negative lodikelihood of the multivariate Gaussian output. Since the predictive distribution is learned
directly duringtraining, neither training nor inference requires sampling, resulting in comijoutal complexity
comparable to the deterministic model.

Monte Carlo Dropout (MCD) is adopted as the baseline uncertainty quantification approach. In this case, the
LSTM is trained deterministically using dropout layers and, during inference, dropout remains active to generate
k=100 stochastic forward passes.eTtesulting prediction distribution provides estimates of the mean and
standard deviation but incurs an inference overhead proportional to k, making it considerably slower than the
proposed probabilistic approach.

The multivariate time series dataset is temporally divided into training, validation, and test subsets following a
60%20%20% split. All time series are individually mimxnormalisedto the [0,1] range using statistics derived
exclusively from the training set to avoid data leakage. Forecasting is performed using awinitog
procedure with a historical window of w=10 time steps and a prediction horizon of h=1. Model performance is
evaluated through the Mean Absolute Percentage Error (MAPE) and ¢aa Mbsolute Scaled Error (MASE),
with particular emphasis on MASE due to the presence ofvelwed observations in the original data.

33122t NPolt oAt AaldAO 9yasSyotS 9aldAYlLiAzy 2F {[! aqQ

Existing research on SLA violation management in 6G networks predominantly focuses on reactive approaches,
including methods based on deep reinforcement learf8dg.In contrast, proactive solutions remain relatively
limited and often either lack a rigorous formulation of SLA compliance or do not explicitly model SLAs at all.
Among the few exceptions, the approach proposed38] .In contrast, proactive solutions remain relatively
limited and often either lack a rigorous formulation of SLA compliance or do not explicitly model SLAs at all.
Among the few exceptions, the approach proposed3i) introduces a formal SLA definition framework and
estimates SLA compliance through a multiclass classification process. Nevertheless, it relies on a comparatively
dated network dataset and does not incorporate uncertaiatyare forecasting capabilities. Maated by these
limitations, our work adopts and extends the nomenclature introduced38] regarding Service Level
Agreements (SLAS), Service Level Objectives (SLOs), and Service Level Indicators (SLIs).

An SLA represents a formal agreement between a service provider and a customer, defining the expected quality
of service to be delivered. SLA compliance is quantified through one or more SLOs, which specify target values,
ranges, or thresholds that must beatisfied. These objectives are, in turn, evaluated through SLIs, namely
measurable and quantitative indicators derived from underlying system metrics. Consequently, SLIs constitute
the fundamental monitoring variables, SLOs define the acceptable opgretinditions of these variables, and

SLAs represent the hightavel service guarantees established based on them. To illustrate these concepts, let
us consider the memonytilisationof a system as an example.

"YO O drhe memory of GPU used must not exceed 85% of total memory of GPU (=96GB).
"YO 0 dOn & 'Qa €O QW 60N TWMER d QMY ¥ w @
YOO dQn & Qa ¢ 6 Qmd
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The inequality symbol of an SLO can be either < or > or even Do¢ghbreach of an SLA implies an explicit
consequence, often of financial nature, while SLOs and SLlIs are typically medsdiebtethat define the policy

of tolerance with measurablservice characteristics in a network. Regarding formulation, let us focus first on
deterministic runs. This can be performed either in the actual time series (and specifically its test set) or the

forecasted time series with method DHEt xZ t = 1, ..., Tdenote the actual value of a monitored metric at

time t, and let xmdenote the corresponding deterministic forecast. Given an SLA threshaldiolation occurs
whenever the monitored metric exceeds or falls below the acceptable limit, depending on the definition of the

corresponding SLTo simplify the analysis, we define the binary SLA violation indidatdk; if the SLA is violated
at time tand| = 0, otherwisewhere the violation condition corresponds either to:

E X ‘bounddabtiSnNI
or
E X ‘boundtvialaidh\d
depending on the considered Sl#sing this indicator, the total number of SLA violations over the evaluation
horizon is calculated as:

N =1 L3
while the percentage of SLA violations is given by:
P\/iol = 100 . Nol/ T

The same formulation is applied to both the actual observations and the deterministic forecasts, allowing direct
comparison between observed and predicted SLA violations.

2 KSy Iy {[! A& RSTAYSR dzaaAy3a O2YoAylGA2ya 2F GAYS
FLILX AOFGA2Y (G2 GKS |020S O0AYINER OIFNARIOofSa A& GNRJDAI
gates among multiple SLAs; 8rE | YLX S5 (G2 O2YLldziS AT a! b, ¢ 2F GKS

2LISNI GA2ya 2F dhwé A& FLLX ASROD

H, O | ' H, 0

SLA violated SLA violat

lower y upper lower y upper
[left case] Pr{x{m’"} = ‘f} = or [Xlwlm} = upper] _pr{xfulm} < Y} = grange .
t = Pr {Xialm} < upper}—]’r {Xiﬂl"?} < lower} orange + green
Pr{SLA violated at t} = OR
Pr {xfﬂlm} < V}—Pr {xfglrn} < ]uwerJ orange

[right case] Pr{x¥I™ <yl = — )
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Figure3.14: Probability calculations for a single SLA violation scenario, under both SLO types of < and > threshold

Let us now focus on probabilistic runs. This can be performed either with GAD run or MCD run. We will refer to
any time series point value in the test set@sd pfB RY(a forecasted GAD value) add b pf8 FY(a
forecasted value with MCD). Notice that in probabilistic runs, we are also given a standard deviation (SD) of
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W u hand with the use of trivial statistics we can compute a lower and an upper bound, under a certain level
of confidence (90%, 95%, 99%). A probabilistic SLA violation is evaluated now, not via a binary outcome, but via
a probability of violation in [0, 1§ccording to the equations @igure3.14. Using historical data (meanand SD

) of the training set, a Gaussian distribution assumption, and the predefined thresholds of the SLOs, any
programming language like Python (via Sciégn estimate all required probabilities. Note also, that the
scenarios o 1 Y0 ‘&0 Q¢ & & @ Qg O or 1 are particular subcases of the computations illustrated: this

is yielded if © does not fall in the given confidence interval. Hereb§l"Y0O 0 Q¢ & WO Q¢ € i

B 01'YD®D Q¢ addQb YD D QE & o KRS . If an SLA is defined
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3.3.1.2.3 Dataset and Experimental Setup

The novel techniques that will advance ey LJGA @S {[! &aQ | a4dz2NF yOS Ay I 224

uncertainty entailed from Al operations of 6G networks, will be presented and evaluated with the use of a novel
case study. In what follows, a B5&aket[36] from Alibaba clusters is about to be considered as the outcome

of monitoringand taking over all théfecycle management of the services accessible by 3 architectural layers of
a network In this scenario, an orchestrator wilerseeforecasting all monitored metriceemporally, and
warning for the probability of SLA violations, with respect to any of the metrics and any of the 3 layers.

3.3.1.2.3.1TheUtilised B5G Dataset andts Time Series

GenTD26 data illustrate a comprehensive-tipwn view of a largescale Generative Al serving system, capturing
performance metrics across 3 architectural layers: the application layer (user needs, pipeline latency), the
middleware layer (gateway queues,hedulers, pipeline running), and the infrastructure layer (container
resources, GPU and memory usage). To protect privacy, the raw da@nanymisedwith techniques like
timestamp shifting, metric scalingnd identifier hashing, while distribution chacteristics and correlations of

the time series in the dataset are carefully preserved (essentially for research). This case study expresses a 6G
2NOKSAGNI 02N GKFG Ydzad F aadz2NS { [ ! a-basalNbud édsysterné & 2 N.
practice the dataset captures a 6G network serving workloads (LLMs inference, image generation, etc.) with
specific attributes: GPdccelerated inference with high computational density, dynamic model updates (base
models, LoRA, ControlNet) without servicerdption, multitenant need handling via queuing at second layer,
pipelined  a SR NXzy O6LINBLINROSaaAy3d IhTakeRJdts the seFoStheleyipbged M LI2
time series. Each of the time series can be either original (raw in the dataset) or computed (from 2 original time
series). Its aggregation among containers can have been held via either mean or max. The temporal resolution
of any time series is per minutall of the time series are temporally parallel, and they span 24 hours.

Table3.1: List of the employed time series of data GenTD26, along with their descriptions and their characteristics.

TIME Series IINAME LYER TYPE | DESCRIPTION AGGRE
GATION
TS01: pod_gpu_duty cycle Infrastructure | Original | Containerlevel | Mean
GPU utilization
monitoring
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TS02: queue_response_time Middleware | Original | Monitoring Mean
request
gueuing time

TSO03: pipeline_inference_time Application Original | Complete Mean
inference
pipeline
response time,
including model

loading and
inference

TS04: pod_gpu_memory_used_bytes Infrastructure | Original | GPU memory | Max
usage
monitoring

TSO05: Application Compute | Comparing Mean
pipeline_inference_time_/_model_predict | d pure model
time inference time
to total pipeline
time

TS06: pod_memory_util Infrastructure | Original | Containerlevel | Mean
memory usage
monitoring

TSO07: qps Middleware | Original | Anonymised Mean
sampling data
of system
request

volume,
including
generative
requests and
API

requests

TSO08: base_model _update latency Middleware | Original | Base model Max
loading latency,
typically occurs

Before pipeline
loading, main
component of

cold start

TS09: lora_update_latency Middleware | Original | Time takento | Max
load LORA
weights from
storage
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to GPU memory,

TS10: controlnet_latency Middleware | Original | Time takento | Max
load ControlNet
weights

TS11: Application / | Compute | Measuring Mean
model_predict_time / pod_gpu_duty cycl Infrastructure d mfgr_ence

e efficiency as
work perGPU
utilization

TS12: Application / | Compute | Measuring the | Mean
model_predict_time_* pod_gpu_duty_cyc s e d product of
e latency and
utilisation

(probable
inefficient
execution
under load)

TS13: pipeline_update_latency Middleware | Original | Complete Max
inference

pipeline (Base
model- LoRA

- ControlNet)
loading/switchi
ng latency

3.3.1.2.3.2SLA, SLO, and SLI Formulation, and Experimental Parameters

Asdetailed beforeeach time series iable3.1 forms an SLI. According to theeviously described probability
computations and the experimentally determined parameters (target thresholds), one may construct the
following types of SLAs and SLOs for comprehensive experimentatidineoconsidered dataset, and the
orchestrator must ensure.

f Minimal viable (or tier of) SLAs set (SLA® D I { SNBWAOS ft A@SySaa 06S02YSa i

0 SLA 1: GPU Saturation Guattiaims to ensure that no GPU pod becomes gravely overloaded. A
breach indicates the orchestrator must scale out. An SLI involved is TS01, and the subsequent SLO is
pod_gpu_duty cycle < 12%. Therefore, it simply holds tBat"YO@®QD Q¢ d O®QQ
0 1R & @ &6 0w wapkXx, B @ . The orchestrator action will be tecale out GPU pods,
migrate LORA adapters, etc.

0 SLA 2: Queue Responsiveness Guérduarantees that the gateway processes all requests quickly.
A breach indicatethat requests wait too long before being forwardetin SLI involved is TS02, and
the corresponding SLO is queue_response_time < 275 ms. Thu¥,0 QD Q¢ a G®QQ
01Q 0'Qb6 Qi 1 £08FRAR x dd . Orchestrator adds gateway replicas, adjusts worker
threads, scales inference pods.

0 SLA 3: Entb-End Responsivenes8.mean eneto-end inference time must stay below a threshold.
A breach indicates usgrerceived slowdown. An SLI involved is TS03, and the yielded SLO is
pipeline_inference_time < 28000 ms. ConsequentlyD i "YO®QD Q¢ a GO ®QQ
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0 1R "Qn QNNNQI ©V@G®@ Yy midd and so, the orchestratocan optimise batching or
route requests to lestoadednodes.
T Intermediate (tier of) SLAs set (SLAs4 Ih ! aSNJ SELISNASYyOS I NNA@Sa &4S02

0 SLA 4: GPU Memory Pressute. ¢ DSy ! L¢ Y2RSf ONI aKSa ¢KSy Dt !
occurs if GPU memory usage exceeds the safe threshold. An SLI used is TS04, and the yielded SLO is
pod gpu_memory_used bytes < 72% of total GPUWL i YO QD Q¢ 4 G®QQ
OifRé@NdQdaéiodP0O QY ¢ POO®. An orchestratoroffloads LoRA adapters,
restarts pods, scales to additional GPUs, etc.

0 SLA 5: Model Execution vs. Queueing Balanteompares pure model inference time to total
pipeline time. A breach hits if overhead exceeds a ratio of the model time. An SLI used is the
computed time series TS05, as a ratio of 2 raw time series. The SLO is defined:
pipeline_inference_time_/_model rpdict_time < 0.80. Thus,0 i"YOWQD Q¢ a @ ®QQ
0 i1 "Qf Q@NNQI QD@B® ¢ Q& QIO AR ™ @ . So, the solutions are scale
the gateway, tune queue parameters, and checkpi@processing jams.

0 SLA 6: Container Memory with GPU ContestPU pressuresombined with high GPU activity,
indicates a pod under heavy load that may be evicted. The SLIs employed are TS06 and TS01. Our
first ensemble SLO is pod_memory_util < 49% OR pod_gpu_duty cycle < 12%. Therefore, it follows
that D1 YO@PQD Qt A DO QAINEDVQILE VD QI WD
01n € @ &6 06w ® apX, B @ . The orchestratoiis able to proactivelydjust RAM limits,
scale outandmigrate to nodes with more RAM.

1 Maximal / advanced (tier of) SLAs set (SLA8)TH C A yoptinitaBoh arrives as third.

0 SLA 7: Gateway Saturatioithe gatewayecomes saturated when gps approaches its capagity
the queue response time remains higbsultingin the ensemble SLA. The SLIs incorporated are TS07
and TS02. The combined SLO is gps < 21% of total capacity OR queue_response_time < 230 ms. This
yields 0 1°YO)YQD Q¢ 4 d®QAINNIicpPOO®201R 0 QO Qi 1 £08RAM
¢ o a1 ® . Orchestratomproactivelyadds gateway replicas, rates limit lgwiority requests, scales
inference pods, etc.

0 SLA 8: Model Update Window Guaranteé/hen updating models, all pillars must be completed
within their windows. A breach occurs if any update latency exceeds threshold. The SLIs of this
ensemble SLA are TS08, TS09, and TS10. This SLO is set when combining
base_model_update_latency < 42000 ANEa_update_latency < 9000 AND controlnet_latency <
15000 ms. ThusD i"YOWPQD Q¢ a O®QQ@ p /| Zp A Zp N, giveni
DIOMIEE QA Q@OGD QETOQM T 0 1d £ J0d 'Q MOcEd Q & «orom, andn)

Diwé & 01 & @d Ve powon T @ne may préoad models,optimise storage, and use blue
green deployment.

0 SLA 9: Energgware Work Consolidation (6G Sustainability3,the most complex SLA, measuring
inference efficiency as work per GRtilisation. Any breach occurs when efficiency is low and the
GPU duty is low (wasteful idle power), or when the product of latencyudifidation is too high
(inefficient execution under load), or when frequent pipeline updates hurt efficiency. The SLls
combined are TS11, TS01, TS12, and TS13. The SLO is (model_predict_time_/_pod_gpu_duty _cycle
> 3000 OR pod_gpu_duty_cycl@%) AND model_predict_time_* pod_gpu_duty_cycle < 600000
AND pipeline_update_latency < 60000 m&.i"YOWQD Q¢ a O®QQ p 1 zn 2
P N 2p ., as we definel] 0idé QQda QQIODHD ¢ @ &6 O 0o Q
onmm O01ifé& @Y &6 0w wack, also we havey 016 & QQa QQQIDIFQ
N €. @7 &6 owmw oo i m,amd finally) 011 QR Qa R @ocd Q ¢ @oron nhhe
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orchestrator proactively consolidates workloads onto fewer GPUs, powers down the idle nodes,
batches updates, etc.

3.3.1.3 Results and&/alidation

This section validates the proposed framework for proactive SLA assurance under uncertainty through
guantitative performance evaluation and critical analysis of the obtained results. The assessment investigates
both the forecasting capabilities of the proged probabilistic multivariate deep learning models and their
effectiveness in predicting SLA violations across multiple network and service metrics. Comparisons with
deterministic approaches are provided to demonstrate the benefits of uncertaiwigre brecasting for
trustworthy Akdriven network management. In addition, the section discusses the strengths and limitations of
the proposed solutionlt identifiesfuture research directions, including advanced uncertainty guantification
techniques and further validation in realistic 6G operational environments.

3.3.1.3.1 Performance Numerical Analysis

In performance analysis, we will focus comparing DET and GAD modes of the multivariate LSTM, using the
ORI mode (whenever applicable) as the golden standaged the actual time series. The first comparison
concerns the timeseriesforecasting ability of the models employed. This means that we do not yet confront
SLAs. To this end, we employ MAPE (%) and MASE metrics to estimate accuracy. Notice that in cases when the
test set of any time seriesontainszerovalued points, we exclude them from MAPHEmmtation (*pseude

MAPE).

Table3.2: The time series forecasting with BESTM metrics in validation and test sets. * denotes pseddd®E.

TIME VALIDATION TEST
SERIESIL \1APE (%)| MASE | MAPE (%)| MASE
TS01 15.575 0.329 20.509 0.267
TS02 4.276 0.544 5512 0.635
TS03 5.968 0.380 7.307 0.327
TS04 3.467 0.423 2.794 0.259
TS05 8.019 0.358 7.189 0.313
TS06 0.386 0.282 0.915 0.321
TS07 5.361 0.288 7.157 0.466
TS08 11.486 0.270 44.320 0.317
TS09 9.089 0.458 7.269 0.412
TS10 6.842 0.268 10.022 0.413
TS11 62.603* | 1.245 | 60.957* | 0.769
TS12 16.843 0.356 20.270 0.330
TS13 8.768 0.335 8.689 0.227
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Table3.3: The time series forecasting with GABTM metrics in validation and test sets. * denotes pseMdd®E.

TIME VALIDATION TEST

SERIESIL \1APE (%)| MASE | MAPE (%)| MASE
TS01 19.109 0.423 21.019 0.316
TS02 4.240 0.528 5.329 0.606
TS03 5.439 0.338 5.750 0.254
TS04 5.348 0.647 5.639 0.506
TS05 8.411 0.353 7.590 0.327
TS06 0.415 0.305 1.042 0.367
TS07 7.612 0.425 8.994 0.600
TS08 12.738 0.336 42.594 0.286
TS09 9.322 0.484 6.903 0.396
TS10 8.581 0.349 10.629 0.428
TS11 26.946* | 0.632 | 44.097* | 0.621
TS12 16.360 0.363 14.155 0.252
TS13 10.968 0.439 10.284 0.251

Table 3.2 and Table 3.3 illustrate a comparison between DET and GAD modée results demonstrate
comparable forecasting performance between the DET and GAD approaches adiows sdries considered

In general, MAPE values below 20% and MASE values below 1 indicate highly accurate forecasts. Furthermore,
the computational overhead introduced by GAD is negligible, with training times of 27.22 s and 27.30 s for DET
and GAD, respectively, and inferenames of 0.04 s and 0.05 s. Unlike MB&¥ed approaches, GAD directly
estimates the predictive distribution without requiring sampling during inference, making it particularly suitable

for latencysensitive and missiearitical 6G aplications.

Next, we evaluate SLA violations throughout the &=t horizon by comparing the actual observations (ORI),
deterministic forecasts (DET), and probabilistic forecasts obtained through Gaussian Adjustment (GAD). For the
latter, SLA compliance is assesssihg prediction intervals corresponding to confidence levels of 90%, 95%, and
99%.

Table3.4: The % of the SLA violation instances in the test set.

SLAID ORI DET GAD

90% 95% 99%
SLAl 4577 | 1.048 | 3.082 3.447 4.240
SLA2 3.873 | 1.048 | 1.377 1.946 4.870
SLA3 3.521 | 5.282 | 2.105 2.263 2.643
SLA4 3.873 | 1.748 | 1.594 2.881 5.944
SLAS 3.873 | 1.048 | 0.888 1.135 1.449
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SLAG6 0.352 | 3.521 | 1.644 1.490 1.297
SLA7 3.873 | 1.748 | 3.083 4.083 5.328
SLA8 3.169 | 3.521 | 10.890 | 12.523 | 15.609
SLA9 1.408 | 0.000 | 2.511 4.103 6.485
ANY 20.423 | 8.803 | 23.902 | 29.417 | 39.488

Table3.4 shows that approximately 20% of the observations correspond to SLA violations in the ORI dataset.
This percentage is intentionally higher than what would typically be encountered iwoghl 6G deployments,

where SLA violations are generally rare. Ndwelgss, this experimental setting facilitates a clearer evaluation

of the forecasting approaches and their ability to predict SLA compliance. Under this assumption, the closer the
estimated violation rate is to the ORI reference, the more accurate theésting method. The results indicate

that GAD consistently provides a closer approximation to the actual SLA violation rate than DET.

The predictive capability of the proposed approach is further assessed by converting violation probabilities into
binary assurancel/violation decisions through optimal probability thresholding using Youden's criterion.
Specifically, the selected threshotthximiseghe sum of sensitivity and specificity, corresponding to the correct
identification of SLA violations and SLA assurances, respectively. The resulting ROC cuwAEs; Riies, and
optimal probability thresholds for all SLAs and confidence levels aremezsinFigure3.15.

SLA 1 ROC curve

SLA 2 ROC curve

SLA 3 ROC curve
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Figure3.15: For each declared SLA, a ROC curve is illustrated per CL (90%, 95%, 90%) associating GAD run with ORI
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Table3.5 exhibits again that GAD overcomes DET according to accuracy metrics of SLA violation predictive ability,
sensitivity and specificity (the closer to 1, the better). As GAD is a method to oversee uncertainty behind the DL
decisions, it is able tbetter estimatethe golden standard of ORI thanks to the use of the confidence bounds
and by not returning a single scalar foreca$tre, NAN means neapplicable.

Table3.5: Sensitivities and specificities yielded via DET and GAD as opposed to true ORI.

SLAID DET GAD
90% 95% 99%
SENSITI | SPECIFI| SENSITI | SPECIFI| SENSITI | SPECIFI| SENSITI | SPECIFI

VITY CITY VITY CITY VITY CITY VITY CITY
SLAl 0.500 0.954 1.000 0.974 1.000 0.974 1.000 0.974
SLA2 0.533 0.961 1.000 0.993 1.000 0.993 1.000 0.993
SLA3 0.533 0.993 1.000 0.996 1.000 0.993 1.000 0.989
SLA4 0.566 0.961 0.818 0.850 0.818 0.850 0.818 0.846
SLAS 0.533 0.961 1.000 0.912 1.000 0.923 1.000 0.938
SLAG 0.500 0.996 1.000 1.000 1.000 1.000 1.000 1.000
SLA7 0.599 0.961 0.909 0.729 0.909 0.740 0.909 0.780
SLA8 0.500 0.985 0.667 0.898 1.000 0.593 1.000 0.618
SLA9 NaN 0.986 1.000 0.889 1.000 0.971 1.000 0.889
ANY 0.630 0.849 0.707 0.796 0.690 0.810 0.759 0.549

3.3.1.3.2 Discussiorand Future Work

As the MCD mode (our Bayesian alternative, or SotA method) described in past subsections is not compared to
the rest of the methods in the current analysis, a trivial extension of our work will be to compare MCD with DET
and (mostly) GAD. Moreover, andeglained before, since MCD is expected to overcome GAD according to its
awareness in (precisely) the epistemic type of uncertainty, we will need to combine GAD withopost
optimisation UQ operations, model calibration and conformal inference, as ward[87] [29] , and as the
framework of[30] proposes. To this end, and by exploiting all fireposedmethodology and experimental
process, we will be able to eventually expect from the pipeline to ensure full and substantiated effectiveness and
efficiency, regarding its awarenesESLA assurance under uncertainty in 6G.

Overall, this work introduces a novel framework for proactive and uncertanwgre SLA assurance innaltive

6G networks. Using a representative case study, we demonstrate that probabilistic deep |dzaséth
forecasting enables more accurate and relea estimation of future SLA violations than conventional
deterministic LSTM forecasting. By providing both predictive values and their associated uncertainty, the
proposed Gaussian Adjustment methodology enables orchestration decisions to be suppoxtedfioence
estimates while maintaining computational efficiency suitable for-teaé network management.

The proposed framework equips the 6G orchestrator with the capability to proactively monitor critical
operational metrics, including traffic load, CPU/GRilisation, memory consumption, and energy usage, and to
estimate the likelihood of future SLA violations before they occur. This supports timely orchestration actions,
improving service assurance and reducing the risk of unnecessary or incorrect decisions résuting
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overconfident Al predictiondviore broadly, the proposed methodology contributes towards thalisationof
trustworthy Al for 6G by incorporating uncertainty quantification into deep learbiaged network
management. As Al increasingly enables Zetuxh automation, selffnanagementselforganisation and sel

healing capabilities, accounting for prediction uncertainty becomes essential for ensuring reliable and
responsible autonomous operation. The proposed framework represents a step towards this vision by enabling
risk-aware, uncetainty-informed decision making for future Ahtive 6G networks.

3.3.2 Explainability and Model Validation Mechanisms
3.3.2.1 Overview

Aldriven closedoop automation in 6G networks requires more than accurate predictions. Operators and
regulators need mechanisms to explain why the system trusts a given prediction and to validate that models
behave as expected under changing network d¢ods. The EU Al Act (Regulation (EU) 2024/1E88)[38]
classifies Al managing critical infrastructure as figk, mandating human oversight and decision confidence
documentation. ETSI guideling89] further identify overreliance on point estimates as a specific threat to Al
driven network management.

This section presents LMI's initial explainability and model validation mechanisms. These have been developed
and validated on production 5G performance management data from three European operator networks ranging
from approximately 500 to 12,000 celleMering 13 KPIs across six 3e@lefned categories (Capacity, Efficiency,
Integrity, Utilisation Accessibility, RACH). The mechanisms address two complementary requirements: (i) post
hoc explainability of prediction quality through feature attribution,dagii) calibrated confidence signals that
enable operators to document expected accuracy at any chosen automation threshold. Full details and results
are presented if40].

SMO (Service Management and Orchestration)
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Figure3.16: Integration of LMI's explainability and validation mechanisms within tHeAD SMO architecture.
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Within the FLECOBIG architecture, these mechanisms serve as the explainability layer that feeds into the
Trustworthiness Evaluation Framework (Sect3oB.3 as a TEF Source available for periodic retrieval via TEF's
pull-based ingestion model, with the calibrated confidence scores mapping to the Robustness dimension and the
SHAP feature attributions to the Explainability dimension. The confideased routig further provides the
cognitive closedoop governance framework (Sectid®2) with a principled escalation boundary between
autonomous operation and human reviekigure3.16 shows the positioning of these mechanisms within the O
RAN SMO architectur&pecifically,lie confidence routing and explainability components are deployed as Non

RT RIC rApps within the Service Management and Orchestration framework.

3.3.2.1.1 State of the Art

The mechanisms presented here build on and extend several active research threads in trustworthy Al for
network automation.

Cell similarity and moddtee profiling. Prior work on cell grouping in mobile networks focused on producing
hard cluster assignments for network planning and optimisg4ti[42] . These approaches assign cells to fixed
groups but provide no uncertainty quantification over the groupings or the predictions derived from them.
Armstrong et al.[43] introduced a modefree, nonparametric approach to cell similarity profiling, using
distributional comparison of Performance Management counter time series to iddxaifgviourallysimilar cells
without trained ML models or parametric assumptions. This was developed under the EILU 3¢&REEN
project and subsequently extended into a prmptive conflict detection architecturi@4]that applied the same
non-parametric profiling methodology to predict whether proposed configuration changes would cause KPI
degradation, comparing empirical distributions of KPI values across cells grouped by configuration setting
without predefined conftt rule sets. More recently, Brach del Prever €&l adopted this modefree, non
parametric profiling approach, extracting empirical cumulative distributions (ECDFs) of control parameters and
Key Performance Metrics in sandbox and digitah environments for predeployment conflict evaluation. This
methodological progression, from ngmarametric distributional profiling on production dafi43] [44] [45] [43]

to sandboxbased application characterisatifb] , validates the paradigm as a foundation for trustworthy
network automation. However, none of these approaches provides calibrated uncertainty bounds over the
similarity-derived predictions. The current work extends this line of research with confornibtatan and
learned confidence signals, providing measured rather than assumed reliability.

Conformal prediction in wireless systems. Conformal prediction has gained traction as a disttitméion
framework for constructing prediction intervals with finismmple guaranted37] . Recent applications include
channel prediction calibratiofd6] contextdependent conformal calibration for-QAN controllerig7] , and
adaptive variants for traffic forecastif@f] . Barber et al.[49] extend conformal prediction beyond
exchangeability, providing a path toward handling temporal-stationarity. AlbertSmet et al[50] characterise

5G throughput uncertainty via crowdsourced measurements but rely on parametric assumptions rather than
distribution-free calibration. Sectior8.3.1 presents the theoretical foundations and genepairpose UQ
techniques developed by ISI/ATH within FLE®GNincluding model calibration and conformal prediction for
deep learning forecasters. The work presented here applies conformal prediction toernemntary domain:
modelkfree, similarityderived KPI predictions rather than neural network traffic forecasts. Conformal prediction
has not previously been applied to cell similaditysed KPI prediction, nor combined with learned msilginal
confidencerouting to enable selective automation at measured error rates.

Explainable Al for network management. Brik ef%l] provide a comprehensive survey of XAl requirements for

6G ORAN, identifying the need for pekbc explanations that support operator trust and regulatory compliance.
Varshney et al[52] demonstrate SHABased conflict explanation in the NeRT RIC. Our work complements
these by applying SHAP analysis not to explain individual decisions but to explain what makes predictions
trustworthy, identifying whictbehaviouralpatterns drive prediction quality across entire networks.

Gap addressed. Current methods either provide uncertainty quantification without explainability, or

OFLECOMG, 226 Page [52




D4.INDT architecture prototyping for scalable, native Al driven zero touch network automation (initial version) 3= srcon-s6

explainability without calibrated confidence. The FLE@GNapproach combines conformal calibration with
SHAPbased feature attribution and learned confidence signals, validated across three production networks of
different scales and operational charadtgics. This provides the joint explainability and validation foundation
required for regulatorycompliant automation under the EU Al Act.

3.3.2.2 Proposed Solution Description
3.3.2.2.1 Explainability via feature attribution

Understanding which factors drive prediction quality is essential for operator trust and regulatory audit. We
apply SHAP (SHapley Additive exPlanations) analysis to an XGBoost model (R2=0.71) trained to predict prediction
accuracy from six temporal patte features extracted from cell traffic profileBigure3.17 presents the SHAP

based feature importance of these temporal traffic patterns

The analysis reveals that diurnal traffic patterns are the dominant driver of prediction quality. Day/Night
Variation accounts for 36.1% of feature importance and Peak Hour Intensity for 21.5%, together representing
57.6% of total contribution. Business e Pattern contributes 16.7%, Temporal Smoothness 12.0%, Weekend
Pattern 10.9%, and Traffic Variability 2.8%.

This finding has direct operational significance. It explains why-dtatan behaviouralsimilarity outperforms
geographic or spectral proximity heuristics. Cells serving similar user populations, for exasigential versus
business districts, exhibit correlated tempolsihaviourthat enables accurate pedrased prediction. Cells on
the same tower but serving different sectors with different traffic profiles will have poor mutual predictability
despite physical ctocation. The SHAP attributions givgerators an interpretable rationale for each prediction,
identifying whichbehaviouralpatterns underpin the system's confidence and supporting the audit trail required
under the EU Al Act.

Which Patterns Help Find Good Prediction Peers?

Day/Night Variation 36.1%

21.5%

Peak Hour Intensity

Business Hours Pattern

Temporal Smoothness

Weekend Pattern

Traffic Variability

0 5 10 15 20 25 30 35 40
Contribution to Prediction Accuracy (%)

Figure3.17: SHARerived feature importance of six temporal traffic pattern features in the XGBoost model
3.3.2.2.2 Model Validation through Calibrated Confidence
A key requirement for trustworthy automation is the ability to measure, rather than merely estimate, prediction

reliability. We address this through learned confidence signal combinations and conformal prediction.
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Learned confidence signals are generated by combining four simithityed signals for each KPI, capturing
complementary aspects of prediction reliability instead of relying on a single confidence indicator

These signals include

1 Neighbouragreement: consistency of predictions across-kdgehaviourapeers (low standard deviation
indicates peers agree on the expected value).

1 Similarity strength: hovbehaviourallysimilar the best peer is to the target cell.

1 Neighbourcount: the number of higlyuality peers available, indicating sample support.

1 Ratio stability: whether peeto-target ratios cluster near unity across the reference period.

High confidence requires peers that agree, are numerous, are strongly correlated, and predict values close to
the target's baseline. The optimal combination weights are learned per KPI via grid seendmising
discrimination between higlerror and lowerror predictions.

The resulting confidence scores accurately rank predictions by expected error. All 13 KPIs show negative
O2NNBfFiAz2y 0SG6SSy O2yFARSYOS |yR LINBRAOGAZY SNNER
monotonic relationship is the critical prepy: it means the confidence scores provide a reliable ordering that
operators can threshold at any desired automation scope.

Conformal calibrations performed usingplit conformal predictiorf37] to construct prediction intervals with
distribution-free coverage guarantees on the similaiitgrived residuals. Given calibration set residuals, we
compute the empirical quantile and construct symmetric intervals. Under the exchangeability assumption,
conformal prediction guarantees coverage at the specified level without requiring distributional assumptions
about the data. While Sectiah3.1develops conformal prediction as a gengparpose UQ technique for deep
learning models, here we apply it specifically to validate the méréel peerbased predictions described above.

Empirical validation across all three networks confirms calibration: observed coveragegd@3d% against a
95% target. This validation was performed on held test data not used during calibration, confirming that the
guarantees hold in practic&igure3.18 (a) shows the monotonic relationship between the learned confidence
score and the prediction error fdDL BLERlemonstrating a strong negative correlatiddJ( I' )bwitlban i
average correlation oNJ ' Bcrossmal 13 KPIs. The shaded region represents the interquartile range,
indicating the variability in prediction confidence.

(a) Confidence vs Error (b) Automation Yield
0.14
r=-0.59 IQR ~ 100 4
= 0.12 4 [(13 KPIs: avg r = —0.48) —e— Median %
25} S 80 70% aut
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ot s
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3 L 401
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£ g 20
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Figure3.18: (a)Gonfidencescore vsprediction errorfor DL BLER. (b) Automation yield curve
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Automation yiedl is achieved througthe combination of calibrated confidence and conformal bouedsibing
selective automation with measured risk. By automating only the top 70% of predictions ranked by confidence,
cumulative MAE is just 51% of total error compared to random selection. This demonstrates that the confidence
signals successfully concentratearin the escalated band, allowing operators to document expected accuracy
at any chosen threshold rather than accepting unquantified Fglure3.18(b) presents the resulting automation

yield curve, showing thautomating the top 70% of predictions ranked by confidemaentains high prediction
reliability.

3.3.2.2.3 Validation of Practitioner Assumptions

A practical contribution of this work is the empirical validation (and refutation) of common network management
heuristics. Operators frequently assume thatlooated cells or cells in the same frequency band will behave
similarly anduse these groupings for bulk configuration planiuig .

Our crosmetwork validation shows this assumption fails. Sasite prediction performs worse than random
selection on one network (78.0% vs 74.6% MAE) and provides only marginal improvement on the others. Same
band groupings show similar patterns. Phyksjgeoximity does not implyoehaviouralsimilarity because co
located cells often serve different sectors, bands, and capacity tiers with distinct traffic profiles.

This has immediate implications for closedp automation systems that group cells by site or band for
configuration changes. Datiriven behaviouralsimilarity, where groupings are learned from performance
management data rather than assumed from topology, should replace geographic or spectral proximity as the
default criterion. The combined prediction method, which averages learned peer predictiomigtorical sek
prediction, achieves X113% lower error than the best heuristic baseline across adletimetworks.

3.3.2.2.4 Counterfactual Validation of Configuration Changes

Validating the effect of automated configuration changes is a core requirement for trustworthy dmged
operation. When a cell's KPIs change after a configuration action, operators need to determine whether the
change was caused by the action or by uaited environmental factors such as tiro&day variation, seasonal
effects, or regional events.

Peer similarity provides a natural counterfactual mechanifehaviouralpeers that did not undergo the
configuration change serve as a control baseline. If the target cell'schasige trajectory diverges from its
peers' trajectories, the divergence can be attributed to the configuration rather than shared environmental
effects.

We validated this mechanism against 826 enable/disable events identified from configuration management
snapshots across the three networks. In 78% of cases, the target celFagtivsition traffic diverged by more

than 50% from peer trajectories, confimy configuration as the causal factor. In the remaining cases, peers
exhibited similar changes, indicating environmental rather than configuratioren variation.

This counterfactual validation has several applications within the FLIBG@sedoop architecture:

1 Prechange prediction: transferring expectations from cells already operating under the target
parameter set to predict the outcome for cells about to be changed.

1 Postchange attribution: separating configuration effects from environment to validate that automated
actions had the intended impact.

1 Anomaly detection: distinguishing local faults from regional events that affect many cells simultaneously.
If peers show the same degradation, the cause is environmental ratherct#ibspecific
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3.3.2.3 Resultgvalidation

Table6 summarisesof the key validation results across three European production 5G networks. Conformal coverage is
validated against a 95% target. Automation yield reports cumulative MAE when automating the top 70% of predictions
ranked by confidence.

Table6: Summaly ofthe key results across the thréauropearproduction5Gnetworks

Metric Net-A (~500 cells) Net-B (~8,000 cells) Net-C (~12,000 cells)
Predictable cells 97.7% 82.5% 86.7%
Combined VS beg 11% improvement 12% improvement 13% improvement
heuristic
Conformal coveragq 95.0% 94.9% 94.5%
(target 95%)
Confidenceerror NI T banonrT N T bnony NI T bnonog
correlation (avg)
Automation at 70% 52% of total 50% of total 51% of total
scope: cumulative MAE

The current mechanisms assume temporal stationarity. Confidence calibration may degrade during network
reconfigurations or major traffic pattern shifts. The operational routing policy specifies weekly recalibration using
conformal quantile recomputation on recent data, and recent theoretical work on conformal prediction beyond
exchangeability49] provides a principled foundation for adaptive guarantees.

The initial mechanisms presented here establish the explainability and validation foundation for trustworthy Al
within FLECO®BG. They demonstrate working techniques validated on produetiaie network data across
multiple operators. The following exteiosis are planned foupcomingdeliverableD4.2

Escalation volume management: initial analysis of the-dowfidence population reveals that 889% of
escalated predictions are spurious (their errors fall within the calibrated bound). The escalated population
exhibits exploitable crosKPI structure, wére the dispersion of confidence scores acrosesalated KPIs at

the same cell and time distinguishes deilel structural uncertainty from Kipecific prediction failure.
Extending the confidence routing with a triage layer that reclassifies spueistedations is planned for D4.2,

with the goal of raising automation scope from 70% while enriching the remaining escalated queue in genuine
violations.

3.3.3 Trustworthiness Evaluation Methodology

Recent studies highlight the importance of trust in highly distributeelrivien architectures that require a
continuous, multidimensional trustworthiness evaluation paradifg®] . These studies reveal that
trustworthiness is not a monolithic attribute but a composite construct that must simultaneously address safety,
robustness, fairness, explainability, privacy, and accountability of Al operations. This complexity is heavily
magnfied in both commercial and critical infrastructure environments. Telecom providers stress that embedding
Trustworthy Al into core network systems introduces unique operational risks that cannot be managed by legacy
security protocolfb4] . Mitigating these novel risks requires strict algorithmic guardrails for data privacy, model
behavior, and continuous telemetry monitoring to ensure Al agents operate ethically, transparently, and strictly
as intended without compromising overall networkegrity[54] [55] . Applying these diverse trust dimensions
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consistently across heterogeneous network elements remains a major technical challenge for modern
distributed infrastructures. Recent approaches demonstrate the critical necessity of-stimssederated
learning and distributed orchestration to manageseee resource constraints at the edge while simultaneously
preserving data security and privacy across decentralized nfEgq457] . Furthermore, the integration of
eXplainable Al (XAl) is rapidly transitioning from a theoretical ideal to a baseline operational requirement for
dynamic threat prevention and zeitouch security management and has been tackled by recent EU projects,
suchas ROBUSAE58] , SAFBG [59] and iTRUSHG [60] in the context of emerging 6G environments.
Telecom operators increasingly view algorithmic transparency and evaluation reliability as immediate
necessities, noting that robust explainability methodologies are the critical catalysts required to buileh huma
confidence and drive the widespread adoption of intelligent, automated network service management.

To address the limitations of highly fragmented assessment methodologiesTrttstworthiness Evaluation
Framework (TEFprovides a systematic and extensible methodology for assessing the trustworthiness of
heterogeneous network elements, including physical resources and logical serVEEEsoperationalises
trustworthiness as a mulilimensional construct. Recent regulatory frameworks and comprehensive academic
surveys Y2 a0 y2ilofe GKS 9dz2NRPLISIY ! yA2yQa ! NIAFAOAL §
trustworthy systemsestablish that the core dimensions of Al trustworthiness critically depend on ensuring
securty, privacy, FAIRness, explainability, and robustness. TEF combines these dimensions into a unified
evaluation pipeline, enabling consistent assessment across complex, distributed systems. This is accomplished
by introducing a structured approach for aggaging evidence from diverse data sources andrMen analyses.

Trustworthy Evaluation Framework (TEF)
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Figure3.19: Trustworthiness Evaluation Framework (TEF) Architecture

The TEF architecture is depictedFigure3.19. Each source contributes to the overall trust score of an asset
through a configurable weighted evaluation mechanism, enabling-giaged control over the relative
importance of different evidence types. Furthermore, TEF Groups provide a {égleémalstraction, allowing

logical aggregation of multiple assets (e.g., marketplace group level), supporting hierarchical trust evaluation and
systemwide reasoning. This hierarchical modelling is essential for evaluating comaal#iéd infrastructures
wheretrust must be propagated and summarised across multiple layers.

TEF structures trust evaluation using a thte abstraction consisting of Dimensions, Factors, Metrics and KPIs.
Dimensions represent higlevel core dimensions of Al trustworthiness, such as security, FAIRness, explainability,
and robustness. Customrdensions (e.g., Performance) or splitting dimensions are also supported, catering to
unique project or use&ase requirements. Trust Factors refine highel dimensions into more fingrained
elements. For example, the security dimension can comprise facddach as operational security, threat
exposure, compliance, organizational awareness, and vendor risk. Metrics are measurable items for each factor.

OFLECOMG, 226 Page [57




D4.INDT architecture prototyping for scalable, native Al driven zero touch network automation (initial version) 3= srcon-s6

For example, the operational security factor can consist of metrics such as averageraoegoiseand respond

02 LRAISYdGArt &aSOdaNAGEe AYyOARSyidaszs AyOARSyld @2fdzyS
binds metrics with trust services and KPIs enabling the assessment of the metric (e.g., false positive rate <=0.001).
The aggregatedwveighted evaluations contribute to the hierarchical evaluation of metrics, factors and
dimensions, ensuring traceability, transparency and explainabilithe evaluation process.

From a FAIRness perspective, TEF incorporates metadata modelling and augmentation mechanisms to ensure
that all digital objects, including datasets, models, and evaluation outputs, are Findable, Accessible,
Interoperable, and Reusable. The framework recands metadata schemas for representing @neend

pipelines and enhances them with trastlated annotations, enabling traceability and reproducibility of trust
assessments. This metadadaven approach not only supports FAIR compliance but also stremgthe
explainability by explicitly documenting the provenance and transformation of data throughout the evaluation
lifecycle.

The presentation and reporting layer of TEF provides comprehensive support for monitoring, auditing, and
analysing trustworthiness. Through CRUD operations, stakeholders can manage assets, sources, and groups, as
well as configure Trust Services and thessociated parameters. Reaahe dashboards deliver multvel

visibility into trust scores (source, asset, and group), while aggregated views facilitate -gyisieassessments.

The reporting subsystem generates multiple types of report, including TE€ reports, provenance reports,
sourcelevel data reports, and infrastructure usage reports. Provenance reports, in particular, play a critical role

in explainability and auditability, as they document the full evaluation process, including data inpplisda
algorithms, and intermediate results.

Overall, the TEF methodology establishes a robust, secure, and explainable framework for trustworthiness
evaluation in complex, Alriven network environments. TEF ensures that trust assessments are accurate,
interpretable and auditable, thereby supportiiformed decisiormaking and regulatory compliance.

3.3.3.1 Proposed solution
3.3.3.1.1 System Model

This section establishes the formal mathematical foundation for the TEF evaluation pip&esgisters a finite
set of network elements subject to trustworthiness evaluation, defined as TEF Assets. We denote the set of all
TEF Assets as

6 RO D
where¢ is the total number of registered assets in the framework.

Each assefoM 0 exposes one or more TEF Sources, representing distinct data streams (e.g., telemetry,
performance indicators, system logs). We denote the set of TEF Sources belonging to a spedificaas¥et

Y oigH pBH g
whered p, and each j represents an individual continuous or discrete data stream generated by asset
é

To represent physical entities (e.g., servers) or logical configurations (e.g., marketplaces), assets can be
aggregated into TEF Asset Grougt."Odenote the set of all defined asset groups within the framework:

"0 "QRQM RQ
where Qs the total number of distinct groups.

Every group is defined as a nempty subset of the registered assets. Therefore, each gféup "Ois
mathematically defined as:
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QPbdh Q n

An individual asseb can belong to multiple different groups simultaneouglythe foundational computational

layer, TEF maintains a registry of Trust Services, which are the specific analytical algorithms and models (e.qg.,
time-series anomaly detection, threshold monitoring, predictive outlier detection) used to evaluatel@ata.y

denote the set of available Trust Services within the framework:

Y'Y & ho 8

where is the total number of deployed algorithms. A single Trust Sedice "Y"Ys sourceagnostic and can
be utilisedto evaluate multiple different metrics across various assets.

The Evaluation Engine is the core orchestration component responsible for binding a specific Trust Service to a
TEF Source to generate a quantifiable trustworthiness metric. This binding process is governed by Key
Performance Indicators (KPIs) and configion parameters (e.g., sliding window sizes, acceptable baseline
thresholds) specific to the target sourceet0 represent the specific KPI configuration and evaluation
parameters assigned to the data souiicg. The Evaluation Engine executes an evaluation functionthat

binds a Trust Servicé N "Y'Y to a sourcd  parameterized by producing anormalisedmetric

scored :

Gp - 0 H R &gy mip
This formulation ensures that the same underlying trust sendte) can be independently bound to multiple
different sources (e.g., CRldilisation and network latency) by simply applying different KPI parameters. The
resulting scorél j represents the raw trustworthiness metric bounded betweecompletely untrustworthy)
and p (fully trustworthy). Trust Factors aggregate related metrics to measure specific functional aspects of an
asset (e.g., anomaly detection rates, resountiisation irregularities).Let’0  "ORHOMB FQ be the set of all
defined Trust Factors. The evaluation score for a specific f2tapplied to an asseab is denoted a$ "Qérd 8
ItisOF £ Odzf F i SR & GKS ¢SAIKGSR &dzy 2F | NBt SOyl &dza

i Oh 0 pta j

where"O is the index set of metrics associated with factr and0  represents the configurable weight of
metrica such thatB 0 j p. Trust Factors are further abstracted into higtvel Trustworthiness
Dimensions. In this initial version, we consider the dimensions: SedDrity,(Privacy© ), FAIRnes&) ),
Explainability©@ ), and Robustnes®( ).LetO 'O HFO HO HO HO . The score for a dimension
‘Q N O for a given assety denoted ash 'Q hid, is computed by aggregating the relevant underlying Trust
Factors:

D Qfd 6 f b0

N

where® is the index set of factors mapped to dimensian andw j represents the weight of factéQwithin
that dimension, constrained By « w5 p.

3.3.3.1.2 Trustworthiness Evaluation (TEF Score)

The final Trustworthiness Score for an individual TEF Assktnoted a9 @, isoperationalisedas a unified
evaluation pipeline combining the five core dimensions. Using a configurable weighting wgctor
1 h ] h ] , the overall score is aggregated as:
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20 1 fnD Qo

N

whereB] P, yielding a final scora & N Tip .

To support hierarchical trust evaluation and systeside reasoning, TEF aggregates asset scores into a Group
Trust Score. For a defined grol® & ho B ho the group trustworthiness score

D "Q is computed as an aggregation functi@nover the constituent assets:

D)Q 320 DO MBMDO
Depending on system requirements,can be defined as an arithmetic mean fgeneralisedtrust, or as a
minimum function [ E)lto represent worstase scenario evaluation in strict security environments.

To evaluate the overall trustworthiness of the entire platform, TEF aggregates the individual trust scores of all
registered assets within the global set @ho B ho .

Recognising KI & y 24 Fff FraasSia O2yGNARodziS Sldatte G42 (GKS
asset criticality weighting vectaoo 0O b MBh .Theweigh) represents the relative importance or
structural criticality of assab to the overall system, constrained by:

Letd denote the global trustworthiness score of the platform. The overall system evaluation is computed as
the weighted sum of all individual asset trustworthiness scores:

. 0 tO) ®

whered N Tip . Alternatively, in zerdrust or highly sensitive operational environments, the
platform score can be strictly bound by its weakest operational link using a minimum threshold function:

5 P ED G

This dual formulation allows the framework to dynamically adapt betwggmreralisedystem health monitoring
and strict securitycritical evaluation.

3.3.3.1.3 TEF Prototype

The TEF prototype is engineered as a robusstaltk platform where all core functionalities, configurations, and
mathematical evaluations are managed and exposed through RESTful APIs. This design ensures system
interoperability, scalability, and seambetegration with diverse network management environments.

All digital objects defined in the TEF system model are treated as distinct entities within the backend database.
The platformutilises standardiseBRESTful API endpoints as the primary interface for managing the lifecycle and
configurations of these entities
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TefAssets TefSources

/_api/tef-assets /_api/tef-sources
/_api/tef-assets /_apif/tef-sources
/_api/tef-assets/audit-records /_api/tef-sources/audit-records
/_api/tef-assets/for-reference /_api/tef-sources/for-reference
/_api/tef-assets/{id} /_api/tef-sources/{id}
/_api/tef-assets/{id} /_api/tef-sources/{id}

‘ /_api/tef-assets/{id} ‘ /_apiftef-sources/{id}

R e eeea= S LIPS /_apif/tef-sources/{id}/for-update

Figure3.20: RESTful API endpoints for the management of TEF Assets (left) and Sources (right).

Figure3.20 provides a visual representation of the RESTful API for managing TEF Assets and Sources. To ensure
consistency, all operations astandardisedacrossall core TEF entities, which are briefly described below:

1 POSTCreates a new record in the database by submitting the required data to the API endpoint
(e.g., registering a new network element as a TEF Asset).

1 GET (list)Retrieves a collection of records from the database for display or processing.

1 GET (by ID)etches a specific record using its unique identifier.

1 PATCHUpdates specific fields of an existing record without replacing the entire entity (e.g., updating

the weighting vector of an asset group).

DELETERemoves a specific record from the database based on its unique identifier.

GET (audit) Returns the audit history associated with a record, detailing changes over time. This

operation is critical for compliance with provenance tracking.

1 GET (referenceProvides reference data used for Ul elements such as dropdowns or selection fields.

T
1

3.3.3.1.4 Data Ingestion and Integration

The TEF prototype supports a flexible data ingestion engine designed to capture data from heterogeneous
systems or services. Two primary integration paradigms are suppaststiown irFigure3.21: pushbased and
pull-based ingestion.

Datalngestion
/_api/data-ingestion/push

/_api/data-ingestion/pull

Figure3.21: TEF Data Ingestion RESTful API endpoints

In the pushbased model, external TEF Sources transmit data directly to the platform thistaghardised
RESTful APIs. These endpoints are secured using API keys withesgbpedationpolicies, ensuring controlled
access and preventingnauthoriseddata injection. This approach is particularly suitable for-tiaé or event
driven systems where data must be propagated immediately upon generation.

OFLECOMG, 226 Page |61




D4.INDT architecture prototyping for scalable, native Al driven zero touch network automation (initial version) 3= srcon-s6

Name ¥ 1| Description VW 1] Access key Y o1l :‘)oalt:at Y o1l

“CreatedDateTime™:
“datetime”,
"Deviceld™:
Edge temperature “string”,
6G Edge loT telemetry with "TemperatureC":
Telemetry baseline seasonality 6A17E72AF54196BEC88C “double”,
Streams and integrity pass "CurrentValue™:
flags. “double”
"BaselineValue™
"double”,
"IntegrityPass™
“boolean’
1

Figure3.22: TEF Data Ingestion data binding configurations.

In the pultbased model, TEF periodically retrieves data from external systems using authenticated access
credentials. This process is implemented through an ExgfaansforngLoad (ETL) pipeline. The combination of
these two paradigms allows TEF to ad&ptiverse system architectures while maintaining secure and reliable
data handling practice$igure3.22illustrates an example of the data binding configurations used within the TEF
Data Ingestion process.

3.3.3.1.5 Trust Services Implementation

Trust Services constitute the analytical backbone of the TEF evaluation pipeline. In the prototype
implementation, these services areecalised as independently deployablegontainerised microservices
developed in Python. Each service is implemented as a lightweightlfdasl application exposing RESTful
endpoints for executionEvery Trust Service encapsulates a specific evaluation algorithm, such as anomaly
detection, thresholebased monitoring, predictive outlier detection, or explainability analysis.use of Docker

based containerization ensures isolation, portability, and scalability, allowing services to be deployed, updated,
and scaled independently of the core TEF platform. This architectural approach enables seamless integration of
new analytichmodels without impacting the stability of the overall systdgpon invocation, each Trust Service
processes the input data associated with a TEF Source and produocesalisedquantitative score within the

range Tip . Thisstandardisatiorfacilitates consistent aggregation across heterogeneous senfigste3.23
presents an example of the data and outputs generated by a Trust Sekddiionally, explainabilitpriented
services provide diagnostic outputs that indicate how specific input metrics influence the resulting score, thereby
enhancing interpretability.
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Name 1l Description 1l Call url 1l Expected input

a numeric risk or telemetry signal is by

rusion anomalie

f points flagged a

Detection absolute-deviation (MAD) robust z-

Figure3.23: TEF Trust Service data example.
3.3.3.1.6 Evaluation Engine Configuration

The Evaluation Engine provides a flexible configuration layer for defining how trustworthiness assessments are
executed. It enables the binding of TEF Sources to specific Trust Services under configurable parameters,
including KPI thresholds, evaluationas, and weighting scheme&8onfiguration options include data filtering
strategies, such as sliding window mechanisms over recent observations, as well as evaluation logic definitions
based on threshokbased or probabilistic scoring approaches. The engiao supports configurable weighting
across metrics, factors, and dimensions, allowing the evaluation process to be tailored to specific operational
requirements.In addition, operational parameters such as data ingestion mode, execution periodicity, and
access control policies are managed within this layer. This reconfigurability ensures that the evaluation process
remains adaptable to varying system constraintd data characteristic§or example, the TEF Source Evaluation
configuration is shown ifigure3.24.

Tef Tef Execution

Tef — Is .

trust Y factor Y Periodici ti v Configuration V¥ ¥
source |us. W ac o.r W eriodicity ime I onfiguration Tl Active Tl
service metric seconds
“Algorithm™: "PSI",
“"LastRows": 500,
"Bins™ 10,
. "Threshold": 0.2,
6G Edge " ison”
1oT = Data Comparison™
o DRIFT_PERF Periodic 15 Yes

Telemetry ntegrity
Streams

d
“CurrentValue™:

"CurrentValue”,
“BaselineValue™

"BaselineValue”

by

Figure3.24: TEF Source Evaluation configuration example.
3.3.3.1.7 Evaluation Scheduling and Orchestration

The execution of the TEF evaluation pipeline is orchestrated through a scheduling mechanism implemented
within a .NET Core 8 backend. The systdilises Hangfire as a background job management framework to
enable reliable and scalable execution of periodic evaluation t#skentralisedmaster job is responsible for
managing the lifecycle of evaluation jobs. It dynamically generates new jobs based on the active system
configuration, including defined data sources, associated Trust Services, and exéegfiemcy. In parallel, it
performs cleanup operations by removing outdated or inactive jobs, ensuring that the scheduling layer remains
aligned with current configuration&ach evaluation job corresponds to a specific binding between a TEF Source,
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a Trust Service, and its associated configuration parameters. Jobs are executed asynchronously, enabling parallel
processing across multiple assets and sources. This design supports robustness and scalability in environments
with high data throughput andythamic configuration changes.

3.3.3.1.8 Monitoring, Reporting, and Provenance

The TEF prototype includes a presentation and reporting layer that supports monitoring, auditing, and analysis
of trustworthiness across all system levels. Through RESTful interfaces, stakeholders can configure system
components and observe evaluation outp in real time.As indicated inFigure 3.25, Dashboards provide
visibility into trust scores at multiple levels, including source, asset, and group perspectives, enabling both
detailed inspection and aggregated analysis. These views support syatemreasoning and facilitate
identification of anomées or degradation in trustworthiness.

o« Trust Flow Overview
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Models integrayen Secusity
Mechanisms
Robustnezs and Scciéta
impact

Asset Trust Scores

Infrastructure Layer 97.0 6G Network Slice 67.7 Agentic Layer 45.0

Range 89-99  3sources 9 with results Range 0-100 3 sources 5 with results Range 0-85 450

Figure3.25: TEF Results dashboard.

The reporting subsystem generates multiple types of reports, including TEF score reports;leoeircata
reports, and infrastructure usage reportdn example of the generated TEF results data is showigure
3.26Figure3.26. Provenance reporting capabilities document the evaluation process by capturing the sequence
of executed services and associated configurations, supporting auditability and verification of. results
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Figure3.26: TEF Results data example.

3.3.3.2 Results and Future Evaluation

The implementation and integration activities are currently in their final stages. The next deliverable will present
a comprehensive experimental evaluation of TEF covering both trustworthiness validation and system scalability.
Trustworthiness validationvill assess the correspondence between TEF scores and predefined grotimd
degradation scenarios across multiple trustworthiness dimensions, including security, privacy, robustness, and
Al lifecycle monitoring. The evaluation will report quantitativetrics such as Mean Absolute Error (MAE),
Spearman rank correlation, and monotonicity violations to measure the accuracy and consistency of
trustworthiness assessments. In addition, scalability experiments will evaluate the framework under increasing
numbers of assets, telemetry sources, and Trust Services, reporting key performance indicators including
evaluation latency, throughput, CPU utilisation, memory consumption, and successful evaluation completion
rates. These experiments will provide quantitatiedence of both the effectiveness of the trustworthiness
assessment methodology and the operational scalability of TEF.
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4 Network Digital Twindramework & Orchestration of Multi-layer NDTs
for Multi-Domain Scenarios

This section elaborates on the NB%a-Service Orchestration Framewaphkrt of the Intelligence Layewhich
targets unified access and interoperability across three domains: NTN, RAN and transporinlggaticular,
NDTFrameworkdesignand Multi-layer NDT considerations adescribed along with relevant standards used
for both angles of NDT orchestration and management.

4.1 Standardisationand Vision of Network Digital Twins

NDTSs are becoming a key architectural enabler for the operation of future 6G sy3ieanstole is evolvinfjom

offline modelling and simulation towardsperationally integrated, servieexposedand lifecyclemanaged
components of the management plarie. FLECORBG, this evolution is central to desiggthe NDT Framework:

DTs are expected to support continuous synchronisation with the managed infrastructure, execution of
modelling sessions, prediction of operational outcomes, and validation of candidate actions before they are
enforced in the physical network.

This section introduces the standardisation vision guiding the FLIBGONDT framework. It focuses on how
NDT concepts are being progressively reflected in standardisation activities related to network management,
orchestration, closedoop automation andservicebased interfaces. The aim is not only to ensure technical
interoperability among the project components, but also to provide a clear path for aligning FHEECON
outcomes with emerging industry specifications and future contributions to relevantataisation bodies.

The standardisation analysis is structured around two complementary perspectives. Settimaddresses the
alignment with 3GPP SA5 management aspects of NDTs, focusing on management data, KPIs, network resource
abstractions and the role of NDTs in mobile network management. Settiof addresses the operational
integration of NDTs according to ETSI ZSM principles, focusing on $aséck management, closddop
automation, interface exposure, NDT lifecycle management andad$l2IService operation.

4.1.1 Alignment with 3GPP SA5 Management Aspects &N

The 3GPP SA5 working group has developed the Technical Specification T$628t66define how Network

Digital Twins (NDTs) are managed within the 3GPP sdragmd management system. This specification
provides the conceptual framework, use cases, requirements, information model, and management procedures
for NDTs, establishing how authorised management system consumer can interact with an NDT provider to
request, execute, and retrieve the results of network simulation and emulation jobs. Its progressive evolution
across 3GPP Releases reflects the broader industry shift towardgaprmable, analytically enriched
management architectures that rely on digital twin representations for-gotecution validation, automated
decision support, and datdriven optimisation. Thisection summarises the key aspects of TS 28.561 and
identifies how the FLEC@6 NDT Framework is aligned with this specification.

4.1.1.1 NDT Concepts and Management Service

TS 28.561 defines a Network Digital Twin (NDT) as a virtual replica of a mobile network, or part thereof, that
captures the attributes, behaviour, and interactions of its physical countepaee TS 28.561 v20.0.0; March
202g61] . An NDT implementation may rely on simulation, emulatiofyased modelling, or any combination

of these techniques. Its purpose is to enable network operators to verify behaviour before applying configuration
changes to the live network, to support amation functions such as the Management Data Analytics Function
(MDAF) and AI/ML Inference Functions, and to provide a controlled modelling environment feif @halysis,
scenario exploration, and synthetic data generation.

The specification introduces the NDT Management Service (NDT MnS), which defines two complementary roles:
the NDT MnS Producer and the NDT MnS Consumer. The NDT MnS Producer offers simulation and emulation
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capabilities; it creates and manages NDT Function instances, executes NDT Jobs, and delivers NDT Reports to
requesters. The NDT MnS Consumer is any authorised management functoch as a MDAF, an Al/ML
Inference Function, or an Intent Handling Functionthat invokes the producer's capabilities to support its own
intelligence or automation objectives. This servi@sed, roledifferentiated design is consistent with the

broader 3GPP servideased management architecture and enables flexible, decouplezhriation of NDT
capabilities within the management plane.

4.1.1.2 NDT Lifecycle and Capabilities

TS 28.56161] organises NDT lifecycle management at two levels: the NDT Function instance level and the NDT
Job instance level. An NDT Function instance represents a specific simulation or emulation capability for a defined
network scope (RAN domain, CN domain, or comssain). NDT Function instances are created and managed

by the MnS Producer; they anet directly instantiated by consumers. An NDT Job represents a specific execution
request within a given NDT Function, configured with the scenario to be modelled and the execution
requirements defined by the consumer. Main lifecycle operations for NDTidclosle creation, configuration
update, execution (start), suspension, and deletion.

The specification defines four main categories of NDT capabilities:

1. Control and lifecycle management of NDTs: enabling consumers to define the network scenario, control
simulation execution, and synchronise the NDT with physical network data, including performance
measurements, configuration data, MDT/Trace data, and faalhagement data.

2. NDT support for network automation: enabling evaluation of kigh network operations (e.g.,
configuration changes, software upgrades), verification of network behaviour under failure events such
as signalling storms, and controlled network issue indug@nfor resilience testing.

3. NDT support for verification: enabling verification of network responses to events, network
configurations, and automatiefunction configurations (e.g., RAN energy saving management function
configurations).

4. NDT support for data generation: enabling the generation of synthetic data for ML model training and
user experience data for proactive network management.

In addition, TS 28.561 introduces advanced NDT capabilities including collaboration between NDT Functions,
where multiple NDT Function instances jointly fulfil a simulation task that spans different network scopes or
management domains. This collaboraticapability is particularly relevant for multiomain scenarios, where

no single NDT Function can independently model all aspects of the network behaviour of interest.

4.1.1.3 NDT Information Model

The information model in TS 28.561 (clause 6.2) is built around three central Information Object Classes (I0Cs):
NDTFunction NDTJob and NDTReport Figure4.1Figure4.1 below illustrates the relationship among these
classesThe NDTFunction IOC represents a specific NDT capability instance provided by the MnS Producer. Its
key attributes include supportedNDTCapabilities, which enumerates the types of simulation use cases the
function supports (e.g., RISKY_ACTIONS_ PREDICTNENWORK_ CONFIGURATIONS_VERIFICATION,
ML_TRAINING_DATA_GENERATION), and nDTFunctionScope, which defines the RAN and CN network scope th
the function is capable of modelling. The NDTFunction may also reference other NDT Function instances (via
nDTFunctionBfList) to express collaboration relationships.

The NDTJob I0C represents the properties of a specific simulation or emulation task requested by an MnS
Consumer. Its key attributes are: nDTCapability, indicating the type of simulation use case to be executed;
nDTJobSynchScope, defining the scope of adtwentities to be synchronised into the NDT for the job;
ndtJobScenario, specifying the scenasjeecific input (e.g., network configurations, events, or issue parameters

to be modelled beyond the synchronised baseline); and ndtJobExecutionRequirenegtisjng execution
constraints such as maximum runtime. The NDTJob may also reference other NDT Job instances (nDTJobRefList)
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to express crosfunction dependencies in collaborative scenarios.

The NDTReport IOC captures the modelling results corresponding to a completed NDT Job. It contains a list of
NDTOutputDataPoints, each describing the network state at which a configuration was applied, the network
configuration itself, and the observatiof(ise., the impact on the modelled network objects). The NDT Report is
generated by the MnS Producer and delivered to the consumer via a notification mechanism.

The management operations for NDT entities follow the generic provisioning Management Service defined in TS
28.532, relying oereateMO| modifyMOIAttributes, deleteMOI, andgetMOIAttributesoperations. At Stage 3,

TS 28.561 maps these operations to a RESTful-bESEE solution set, where NDT Function, NDT Job, and NDT
Report instances are addressed by structured REST URIs rooted at the Provisioning MnS endpoint.

«ProxyClass»
ManagedEntity Represents SubNetworkb]

————

1 «Names»

#

«InformationObjectClass »
NDTFunction

1 “Names:» 1

e

«InformationObjectClass»
NDTJob

|

“«Names»

* *

A 4

«InformationObjectClass»
NDTReport

Figured.1: Relationship UML diagram for NDT management (TS 28501

4.1.1.4 NDT Job Request Procedure

Figured.2 below illustrates a representative procedure for how an NDT MnS Consumer requests an NDT job from
an NDT MnS Producer, based on the procedure defined in TS 28.561 (clause 6.4.1) and detailed with the RESTful
HTTPbased solution set of clause 7.1. The piahae covers the complete lifecycle of a single NDT Job, from
creation and network synchronisation, through notification subscription and job execution, to report notification

and retrieval.
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NDT MnS Consumer

OAM

Mobile network (RAN + CN)

NDT MnS Producer|

Managed entities

(gNBs, CN functions, etg.

1. Create NDT Job Request (createMOIl)

POST {MnSRoot}/ProvMnS/{MnSVersion}/{UBNfirst-part}

"objectClass": "NDTJob",

"attributes": {
"nDTCapability": "...",
"nDTJobSynchScope™: [ ... ],
"ndtJobScenario™: [ ... ],
"ndtReportRefList": [ ],
"ndtJobExecutionRequirements™: { ... }

}

}

3. Create NDT Job Response

1a. Create a new
NDTJob object in the|
management tree

«———2. Synchronize NDT with the real network functiers—|

201 Created

"objectClass": "NDTJob",

“attributes": {
"nDTCapability™: "...",
"nDTJobSynchScope™: [ ... ],
"ndtJobScenario™: [ ... ],
"ndtReportRefList": [ ],
"ndtJobExecutionRequirements": { ... }

}

}

4. Subscribe to Notifications (createMOI)

Location: {MnSRoot}/ProvMnS/{MnSVersion}/{tLRINfirst-part}/{NDTJob}={id}

POSTMnSRoot}/ProvMnS/{MnSVersion}{URDNfirst-part}/{NDTJob}={id}

5. Subscription Response

201 Created

{NtfSubscriptionControl}={subld}

6. Execute NDT Job Request (modifyMOIAttributes)

Location: {MnSRoot}/ProvMnS/{MnSVersion}/{tLRINfirst-part}/{NDTJob}={id}/

"attributes": {
"requestedJobStatus”: "RUN"
}
}

7. Execute NDT Job Response

PATCHMnSRoot}/ProvMnS/{MnSVersion}{UBDNfirst-part}{NDTJob}={id}
{

6a. Start the NDT joh
(the simulation)

200 OK

"attributes": {
"jobStatus": "RUNNING"
}
}

8. NDT Report Notification (notifyMOIAttributeValueChanges)

8. NDT job Completed
Generate NDT Reports|

POST {notificationTarget}

“attributes": {
"jobStatus": "COMPLETED_SUCCESS",
"nDTReportRefList": [...]
}
}

9. Retrieve NDT Report (getMOIAttributes)

10. NDT Report Content

GERMnSRoot}/ProvMnS/{MnSVersion}{UBRDNfirst-part}/{NDTReport}={id}

200 OK (full report with nDTJobOutputData)

Figured.2: Example NDT Job execution procedure based on TS 285561

The procedure consists of the following steps:

1. The NDT MnS Consumer
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10.

t NP RdZOSNXYP ¢KS NBIljdzSaid o02Reé aLISOATASAE (KS 2062804/ f
(the desired simulation use case), nDTJobSynchScope (the scope of network entities to be synchronised),
ndtJobScenario (the scenamspecific input tdbe modelled), and ndtJobExecutionRequirements (execution
constraints such as maximum runtime). Upon receiving the request, the NDT MnS Producer creates and
configures the NDT Job instance in the management tree (step 1a).

The NDT MnS Producer synchronises the relevant network state information from the physical managed
entitiest gNBs, CN functions, and other network elements. The synchronised data covers performance
measurements, configuration data, fault management infation, and any other contextual data required

to initialise the digital twin for the requested scenario.

The NDT MnS Producer returns a 201 Created response to the consumer. The Location header carries the
URI of the newly created NDT Job instance ({MnSRoot}/ProvMnS/{MnSVersiohi{Nit-
part}/{NDTJob}={id}), and the response body echoes the NDT Jdlutes as stored, including the initially

empty nDTReportRefList.

Before triggering job execution, the NDT MnS Consumer establishes a notification subscription by issuing a
createMOI request (HTTP POST to {MnSRoot}/ProvMnS/{MnSVersioAJfiNRist-part}/{NDTJob}={id})

to create an NtfSubscriptionControl object as dctbf the NDT Job instance. The subscription registers the
consumer's notification target endpoint and specifies that notifyMOIAttributeValueChanges notifications
should be delivered when the NDT Job's attributes change (notably, when the job statusidnsnto
COMPLETED_SUCCESS and the nDTReportRefList is populated).

The NDT MnS Producer confirms the subscription with a 201 Created response. The Location header returns
the URI of the newly created NtfSubscriptionControl object ({MnSRoot}/ProvMnS/{MnSVersioiJiINRI
first-part}y/{NDTJob}={id}/{NtfSubscriptionControgapld}).

The NDT MnS Consumer issues a modifyMOIAttributes request (HTTP PATCH to
{MnSRoot}/ProvMnS/{MnSVersion}/{UBRDNfirst-part}/{NDTJob}={id}) to start the execution of the NDT
W2o0d ¢KS NBIljdzSalid o02Reé OFNNASa GKS pipiheINOTANIS & NB
Producer that the simulation or emulation should commence (step 6a).

The NDT MnS Producer acknowledges the execution request with a 200 OK response, returning the updated
b5¢ W20 F{iGNROdziSa AyOfdzRAYy3I aGa22o0{GFddzaéyY €w! bblL
progress.

Once the simulation or emulation completes, the NDT MnS Producer generates the NDT Report instance and
updates the NDT Job attributes accordingly. It then delivers an asynchronous
notifyMOIAttributeValueChanges notification (HTTP POST to the {notificatiget} address registered in

0dKS biF{dzoaONRALIIA2Y/ 2YGNRE O P ¢ KS V2UAFAOFGA2Y
G/ hat[9¢95¢{!'//79{{¢é¢ YR GKS L}RLJzZIIGSR £y5¢wSL}R2 NI
Name(s) of the generated NDTReport ins&(sg.

Upon receiving the completion notification, the NDT MnS Consumer retrieves the full NDT Report content
by issuing a getMOIAttributes request (HTTP GET to {MnSRoot}/ProvMnS/{MnSVersiaripdflrt-
part}/{NDTReport}={id}), using the NDTReport URI obthfram the nDTReportRefList in the notification.

The NDT MnS Producer returns a 200 OK response containing the complete NDT Report, including the
nDTJobOutputData a list of NDTOutputDataPoints each describing the modelled network state, the
applied network configuration, and the observed outcomes efshmulation or emulation. This data is used

by the NDT MnS Consumer (e.g., the NDTaaS Orchestration Framework or alodpsadtomation
function) to evaluate the impact of candidate network changes before they are enforced on the physical
network.

4.1.1.5 Alignment with the FLEC@G NDT Framework

The FLECOBG NDT Framework, described in detail in Seati@nhas been designed with explicit alignment to
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the TS 28.561 management model. This alignment operates at multiple levels and provides a clear path for the
interoperability of FLECOBG components with 3GRfdmpliant management systems.

At the role level, the domain NDTs developed within FLEG®N the multi-layer (IP over transport) NDT, the
OpenAirinterfacebased RAN and CN NDT, and the Industrial NTN Ni¥§ume the role of NDT MnS Producers,
exposing their simulation and emulatiomabilities through standardised Northbound Interfaces (NBIs). The
NDTaaS Orchestration Framework (Seddid assumes the role of an NDT MnS Consumer, invoking the domain
NDTs on behalf of highésyer management functions, intent handlers, and clek®egp components within the
FLECONG Intelligence Layer. This tier consumer/producer structure is consistewith the servicebased
management architecture of TS 28.561, and enables the NDTaaS layer to coordinatgomaiti simulation
scenarios by composing requests across multiple domain NDT MnS Producers.

At the information model level, the FLEGCB®®8domain NDNBI specification (Secti@h2.]) is structured around

the NDTFunction, NDTJob, and NDTReport abstractions introduced in TS 28.561. The NDTFunction descriptor in
FLECOMNG captures the simulation capabilities and domain type of each NDT instance; the NDTJob descriptor
carries the scenawi configuration, execution policy, synchronisation scope, and any-MiEF dependencies;

and the NDTReport provides the results, collected metrics, and decision summary aligned with the
NDTOutputDataPoint structure. This alignment ensures compatibilityden the FLECOB6G data model and

the 3GPP management information model, supporting straightforward integration into standamgliant
operational deployments.

At the capability level, the what scenarios supported by FLEGBG®| singledomain whatif simulation, multi

domain whatif simulation, and closetbop optimisation (Sectiod.2.1.2, map directly to the NDT capabilities
enumerated in TS 28.561, including RISKY_ACTIONS_PREDICTION (evaluation of network changes before liv
execution) and NETWORK_CONFIGURATIONS_ VERIFICATHeploypnent validation of configuration

plans). The mukdomain orchestration capability of the NDTaaS Orchestration Framework further extends the

TS 28.561 NDT collaboration model, where multiple NDT Functions jointly fulfil a simulation task spanning RAN,
transport, and NTN domains, coordinated through the FINEE® EasfWest interface.

At the lifecycle management level, the NDTFunction creation and deletion, NDTJob start, update, stop, and
report delivery operations supported by the FLE@@\domain NDTNBE correspond to the management
operations defined in TS 28.561 (see Tablesl@d 6.13). The RESTful HFi&ed NBI adopted by FLEC&BI
(Section4.1.2.3 is consistent with the Stage 3 solution set of TS 28.561 in clause 7.1, which maps NDT
management operations to standard HTTP methods (POST, PATCH, DELETE, GET) and structured REST L
patterns rooted at the Provisioning MnS endpoint.

At the synchronisation level, the blablx and whitebox monitoring mechanisms implemented in the FLECON

6G domain NDTs including reatime KPI collection, configuration state retrieval, and orbital andudel
calibration in the Industrial NTN NDSectiord.2.2.3 1 reflect the synchronisation requirements defined in TS
28.561 clause 5.1.2.3, covering performance data, configuration data, MDT/Trace data, and fault management
data. This synchronisation underpins the fidelity of the modelling results and is esdentine FLECOBIG
objective of providing a trusted prexecution validation substrate for closémbp automation decisions across

RAN, transport, and NTN domains.

4.1.2 Operational aspects and ETSI standards alignment
4.1.2.1 Operationalisatiorof NDTs

The operationalisation of Network Digital Twins (NDTs) within FLEBGONdriven by the need to embed digital
twin capabilities natively within the management and orchestration fabric of future 6G networks. In this context,
NDTs are not considered as defti@d simulation environments, but as operationally consumable, lifecycle
managed and servieexposed components of the control and management plane. Their role is to maintain a
continuously updated representation of the managed network, support predii prescriptive modelling
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sessions, and provide a trusted validation environment where candidate decisions can be evaluated before they
are enforced in the physical infrastructure.

This operational view is aligned with the FLE@GNobjective of developing a muléiyer NDT framework
integrated within a zerdgouch 6G architecture, where NDTs assist the validation and coordination of online
decisions across multiple closed controlps@as described in Secti@?2.1.1). The project explicitly targets NDT
assisted closetbop coordination at planning, provisioning and execution time, with the NDT interacting with
the Management Plane and its domain management and orchestration functions through staalidgued
Managemenm Service interfaces. In this sense, NDTs become a core mechanism for reducing the risk of
automated actions, accelerating validation of cordlabp solutions, and supporting conflict mitigation across
Native Al components.

4.1.2.2 ETSI ZShMrivenoperational integration

The ETSI Zetouch network and Service Management (ZSM) framework is the main reference for this
operational integration. It promotes modular, servibased endo-end automation through open interfaces,
management service exposure, service discoverysecknop operation, and both requesesponse and
publishrsubscribe interactions. In this context, NDTs are positioned as analytics and validation services that
consume operational data, execute modelling sessions, and expose predictions, recommendafidased
configurations and confidence indicators to clodedp functions, intent handlers, orchestrators and operator
tools.

Continuous synchronisation is essential for meaningful-N&sEd validation. The NDT must remain aligned with

the physical network or with the intended time basis of the modelling session. Its data pipeline must therefore
support nearreattime and historgal ingestion of telemetry, configuration, logs, assurance events, topology and
inventory data, complemented with metadata on freshness, provenance, accuracy and completeness. This
enables the NDT to assess whether results are reliable, whethgynehronsation is required, or whether
additional data must be collected before validating a decisidnis is particularly relevant for playback, historical
replay, synthetic data generation and whéi@nalysis, where the NDT may intentionally diverge from the live
network state. Modelling sessions must therefore define an explicit time basis and kfetyphers,
distinguishing currenstate validation, historicadtate evaluation and hypothetical scenario exploration.

NDTSs also support mulbop coordination. In FLEC&E, concurrent closed loops may address SLA assurance,
energy optimisation, resource allocation, service migration, fault mitigation, slice adaptation or transport
reconfiguration. The NDT provides a s¥hvalidation substrate where action plans can be assessed before
enforcement, enabling conflict detection, credemain impact estimation and selection of actions aligned with
global objectivesln specific, the initial version of the FLEG&BIntelligence Layer provides supportctidfsed

loop decision assessment through NDTs as detailed S&:2dnh1 while future releases shall also leverage NDTs
for the coordination of conflictive closddops.

Lifecycle management must cover both NDT services and modelling sessions. The framework must support
discovery, access control, resource allocation, monitoring, scaling and termination of NDT instances, as well as
configuration of scenario parameters, tirhasis, input data, models, execution constraints, output subscriptions

and completion triggers. This leads to an Ni¥B-Service model, where authorised consumers discover NDT
capabilities, request resources, execute modelling sessions, receive outmlitselease resources when no
longer neededFor FLECGQG6IG, NDTaas is therefore an operational model for exposing, operating and governing
NDT capabilities on demandcross RAN, transport and NTMomains, while abstracting unnecessary
implementation details fronhigherlayer orchestration workflows

4.1.2.3 Service exposure and interfacing

The service exposure and interface framework must remain faithful to ETSI ZSM principles: technology neutrality,
modekdriven information exchange, servitesed management, open interfaces, registration and discovery,
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external visibility control, and support for both requesisponse and eveririven communicationTable7
defines an implementatiofriented interface framework for FLEC@®R. It does not prescribe a single binding
technology as a normative requirement; rather, it translates ETSI ZSM service patterns into interface families

that can be implemented consistently O N2 & &

iKS

LINE2S00Qa

b5¢

Table7: Implementatiorroriented NDT interface framework.

Interface (SBI)

synchronisation API

Interface type API style Protocols / interaction Operational role
patterns

Northbound Intent-aware and| Secure HTTP(S) reque| Exposes NDT capabilities a

Interface (NBI) serviceoriented API;| response;  asynchronou outputs to higherlayer
synchronous request| notifications through| consumers, including inten
response publishrsubscribe channelg handlers, orchestratior]
complemented byl webhooks or event brokery functions, Al  controllers
asynchronous resul operator dashboards an
subscription assurance systems

Southbound Dataingestion and| Streaming collectors, batc| Maintains synchronisatiof

ingestion, secure adapters

between the NDT and th

O2YLRyYySyGa

push/pull streaming event channels ang physical network or externa
and batch collection | requestresponse data contextual sources; support
retrieval both currentstate and

historical modelling
EastWest Serviceto-service Secure servict-service| Enables cooperation amon
interface federation API;| requestresponse; NDT instances, suppor
coordination brokered event exchangg federation, exchange
messages and ever asynchronous state an( modelling outcomes an(
exchange amon( result notifications assists coordination amon
distributed NDTs peer, hierarchical or neste

closed loops

Orchestration Lifecycle Secure HTTP(S) reque| Instantiates, configures
interface management and response with| modifies, scales an
workflow API asynchronous lifecycle terminates NDT instances ar
status and event modelling sessions; binds NL
notifications outputs to orchestration ang

closedloop workflows

The interface framework should be interpreted as the FLEG@GMNnplementation profile for NDT integration.
ETSI ZSM provides the architectural principles and service interaction model, while FRE@QNes them to

the specific requirements of multayer and multiddomain NDTs. The concrete protocol bindings listed in the
table are therefore recommended implementation choices to ensure interoperability across project
components, not a limitation of the underlying standardisation approach.

Taken together, this alignment establishes NDTs as composable, discoverable and-lifenatied analytics
services within the FLEC@& management plane. Their operational role is to support continuous
synchronisation, scenarbased modelling, prexecuion validation, closedoop coordination and controlled
actuation across heterogeneous domains. This is the level at which ETSI ZSM alignment becomes operationally
meaningful for the project: it enables safe automation, reusable service interfacesyd capability beyond

current domainspecific digital twin deployments, enabling NDTs to be instantiated, composed, and managed
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consistently across RAN, transport, and NTN domains through a common lifecycle and service fraarehark
Oft SINJ LI GKgl & F2N FdziidzZNBE a il y Rl NR A -dficandept gutc@ries/ i NA 6 dzii 7

4.2 NDT Framework

NDT Frameworlcomprisesa collection ofNetwork Digital TwinsNDT$ and their unified interaction with the
NDTaaS Orchestration Framewdtach ND$ervesasa digital representation of an underlying network domain
(e.g., IP layer, Nemerrestrial network topology, ety connected with the physical counterpart via
synchronisatiorinterfaces ¢lefined as southbound interfaces, 8B). Primary objective®f eachNDTinclude
efficient testing andmodificationof the underlying networkin-depth network analysis andptimisation fault
detection andenhancednetwork control andnanagement

In the broad FLECOMG architecturethe NDT FrameworkcorporatesNDTdomains andhe NDTaasS lifecycle
implemented by these domains(see Figure2.1, red blockwithin the Intelligent layer). To enableseamless
orchestration and management of NDW&e define innovativgoint NDT lifecycle workflowand interfacesand

apply them consistentlyto NDTswithin the project NDT capabilities expansipalignment with standardand

uniform functionalityare allcrucialfor project executionpasmulti-domain scenarios (e.gnulti-R2 Y A y- & ¢ K|
A T ¢ dosedlddp optimisatior) needed for future Proebf-Concept executionperateleveraginguniform NDT

interfaces and workflows.

This sectiorpresentsthe initial state ofdomain NDTsdescribes the proposedhomogenizatiorstrategyacross
NDTs forrmg the NDT Frameworkproposedscenariespecific workflows, templaté&Bl specificatiorand SBI
considerationyand iterates through eactiomain implementation in the first software release

4.2.1 DomainspecificNDT baseline

Three NDT domains are in the scope of the project: IP over Transport, RAN and CN-&ied &kirial Networks.
This section describes individual NDTs in dioenains- their domainspecific functionality, internal redife
network synchronisatiormechanism, and overall setup.

4.2.1.1 Multi-Layer (IP over Transport) NDT

The MultiLayer IP over Transport Network Digital Twin (Transport NDT), developeddytitouse, focuses on

the modelling and analysis of transport network infrastructures, capturing the interactions between IP/MPLS
and optical layers. It represents ardain-specific Network Digital Twin within the FLEGEINNDT Framework,
contributing to the support of muliayer and multidomain network management and orchestration.

Within the FLECOBIG architecture, NDTs act as operational components that enable enhanced visibility and
analysis of network behaviour. In this context, the Transport NDT provides a digital representation of the
transport network that can be used to evabe different operational scenarios, including traffic variations,
failures, and configuration changes. This capability is particularly relevant for supportingf\a@hatysis and
validating candidate actions before their enforcement in the real netwdink]ine with the closedoop
automation principles of the project.

From an architectural perspective, the Transport NDT exposes its capabilities through the NDT Framework
interfaces, enabling its integration with highlkeryer components like the NDTaaS Orchestration Framework.
Through this integration, it contributes tond-to-end workflows for service provisioningptimisation and
assurance, especially in scenarios requiring coordinated #aykr behaviour expected for PoC3.

To address different requirements in terms of modelling accuracy, execution time, and scalability, the Transport
NDT isrealisedthrough two complementary implementations. A lightweight implementation supports fast
simulation and prototyping, while a higfdelity implementation enables detailed analysis and planning
functionalities. These implementations asemmarisedn Table8 and described in the following subsections.

The first is a lightweight opesource NDT designed for prototyping, integration and fast validation leveraging
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the Net2plan initiativgs0] , while the second is a higtdelity NDT based on thelkghthouse Network Planner,
supporting realistic multiayer simulations and decisiagrade analysis.

Table8: Complementary transport NDT implementations in the FLE@®Ramework

Purpose Prototyping, integration and earl] High fidelity simulation and decisio
validation support

Scope Primarily IP/MPLS networks Full multtlayer (IP over optical transport

Modelling detail Abstracted / logical models Detailed logical + physical modelling

Optical layer support Limited / simplified Full support (OTSI, OUT, ODU, WI

spectrum)

Physical impairments | Not considered or simplified Impairmentaware modelling

Simulation accuracy Medium High (decision grade)

Simulation scale Lightweight / fast execution Large scale, complex scenarios

Capabilities Basic whaif analysis, KP Advanced optimisation resilience,
evaluation planning

Integration readiness | High €ontainerised AP4first) High (aligned with NDT Framework API

Role in FLECG8G Integration enabler ang Validation,optimisationand orchestration
experimentation platform support

NDT abstraction NDT Functions / Jobs / Repol Advanced NDT Functions/Jobs provi
(basic) with rich outputs

4.2.1.1.1 OpenSource Transport Network Digital Twin

The OperSource Transport Network Digital Twin represents the lightweight implementation of the Transport
NDT, designed to support rapid prototyping, flexible modelling, and early integration within the FHEEBCON
platform. This implementation is based ohet Net2Plan framework and provides a modular and extensible
environment for modelling and simulating muléiyer transport networks.

The primary objective of this NDT is to enable fast execution of 4flzatalyses and validation of candidate
network configurations, making it particularly suitable for supporting cldeeg workflows where execution
time is a critical factor. In this otext, it complements highefidelity NDT implementations by providing a lower
complexity, fasterresponse alternative for iterative evaluation processes.

Also, the OpefSource Transport NDT supports the representation IP/MPLS. Network topologies are described
using abstracted data models aligned with standard representations (e.gh#s&& topology models), enabling
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interoperability with other components of the FLECG® architecture. Traffic conditions can be defined
through configurable traffic matrices, allowing the simulation of different load scenarios and service demands.

In addition, the NDT supports enhanced modelling capabilities for IP routing behaviour, including realistic
representation of IGBased routing (e.g., OSPF). This allows the simulation of dynamic network conditions and
routing decisions, enabling more acate evaluation of network performance, resilience, amgtimisation
strategies.

Thus, from an architectural perspective, as seefigure4.3, the NDT follows a modular design that aligns with
the functional blocks defined in the overall NDT framework. The main components include:

1 API layer which exposes the NDT capabilities to external components, enabling interaction through
standardisednterfaces.

1 Network models layer responsible for representing the network topology and associated data,
supporting realistic emulation of network conditions.

1 Simulation engine which performs the core analysis and simulation tasks, including KPI evaluation and
scenario execution.

1 Network instance layerwhich maintains a runtime representation of the network topology used during
simulations.

N
( Open-source IP Transport NDT

o

Security &
Access Control

API Layer (Northbound Interface)

C»%O Topology @ Scenario DD[I KPI B Report
Retrieval Execution Evaluation Retrieval

REST API
(HTTP/JSON)

Network Models Layer Simulation Engine (Net2Plan Core)
. - @ Q.. .9
o> & = ﬁ - y
- = m What-if Routing & Traffic
Analysis Simulation
TR Network Behaviour Parameters &
SPL08 pocess Models Constraints t2 I AT /‘/’
(ETF Topology YANG) ' ip/\ipLs, OSPF, etc)  (Capacity, QoS, netzplan £ o) \U
Policies) KPI Optimization
Computation (ILP & Heuristics)

Network Instance Layer (Runtime)
State & Configuration
(Links, Nodes, IP Traffic)

N v

Runtime Network Scenario Data &

Representation Results Storage

Figure4.3: Architecture of the OpetSource Network Digital Twin aligned with the FLE®GNNDT Framework.

The implementation is based on a Java application, designed to support complex simulation workflows and
seamless integration with external orchestration components. To ensure portability andoédeployment,

the NDT is fullgontainerised enabling consistent execution across environments and integration etdinc

based platforms.

At its core, the NDT builds upon Net2Plan, an epeuarce network planning and simulation engine, extending
its capabilitiedy exposing a RES®Bsed interface for interactions. This APl enables key functionalities required
for NDFdriven automation inside the NDT Framework, including:
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1 Retrieval of the current network topology inrstandardisedormat.
9 Execution of simulation scenarios for whianalysis.
1 Evaluation of network Key Performance Indicators (KPIs)

4.2.1.1.2 Advanced MultiLayer Transport NDT based or_kEghthouse Network Planner

The Advanced MuHLayer Transport NDT is the hifithelity implementation of the Transport NDT developed by
ELighthouse, based on thelkghthouse Network Planner (ENP). While the Gfeuarce IP Transport NDT
focuses on lightweight IP/MPLS simulatiortss timplementation extend#s scope to a richer Bver-optical
transport representation, enabling analysis dépendencies between the packet/service layer and the
underlying optical transport infrastructure.

From a modelling perspective, the NDT natively supports #aylér network representations, including IP/MPLS

and optical transport domains. The interaction betwdagersis explicitly captured, enabling the analysis of
dependencies between IP routing decisions and underlying optical connectivity. The optical layer is modelled
with high level of detail, including technologies such as OTSI, OTU, ODU, and WDM links,saspsettam
allocation and equipment constraints. Furthermore, the NDT incorporat@sairmentaware modelling
capabilities, allowing the evaluation of physical layer feasibility based on parameters such as optical signal quality
and transmission constraints. This allows the NDT to evaluate how decisions taken at one layer may impact the
other, which is essential for reliable mdléiyer transport planning and validation.

As depited inFigure4.4, the architecture is organised into a freahd and a backend. The frontend provides

the graphical user interface and the northbound interface, enabling both human interaction and programmatic
access to the NDT capabilities. The bewc# contains the a@ ENPbased modelling and execution logic,
structured around an integrated IP and transpoxter-optical model, a functional suite, and a network
simulation context.

The IP and transpouver-optical model constitutes the central data representation of the NDT. It stores the
network topology, the IP and optical resources, service demands, traffic matrices, capacity constraints and
relevant planning parameters. This nedenables the NDT to maintain a coherent view of the transport
infrastructure across layers, supporting the evaluation of network configurations, provisioning decisions and
failure scenarios.

The functional suite provides the main capabilities exposed by the IP over Optical Transport NDT, covering
resource allocation, orchestration, planning, and SiaNed network data client functions. Resource allocation
supports the assignment of IP and aati resources according to capacity, spectrum, bandwidth, topology,
service demands, and SLA requirements. Orchestration capabilities coordinate service provisioning,
configuration, and workflow execution across the IP and optical transport layers, supptne lifecycle of
candidate or deployed configurations. Planning functions enable dbort and longterm analysis,
dimensioning, and whait evaluation of alternative network configurations before their application to the
operational environment. Inddition, the functional suite includes SBidsed Network Data Clients that allow

the NDT to retrieve, synchronise, and expose network data through contfallerg and management
interfaces, including NETCONF/RESTCONF;hd38d APIs, and gRPC. This Esathe NDT to interact with

SDN controllers, transport controllers, monitoring systems, and inventory tools, ensuring that simulations and
planning analyses are based on consistent topology, state, resource, and service information.

The network simulation context maintains the information required to execute and evaluate NDT scenarios. It
includes the network topology, the current or target network state, traffic and service information, and the
results generated by the simulationshéSe results may include KPIs suchusiksation, latency, blocking
probability, resource availability and other metrics relevant to transport network assessment. In this way, the
NDT can be used not only to represent the network state, but also to anthlggotential impact of operational

or planning decisions before they are applied to the real infrastructure.
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Figure4.4: Simplified architecture of the Multayer Transport NDT.

4.2.1.2 OpenAirinterfacédbased RAN and CN NDTs

The OpenAirinterface (OAIl) based RAN and Core Network (CN) NDT, developed by EURECOM (EUR), provides
domainspecific Network Digital Twin within the FLEGEINNDT Framework dedicated to the radio access and

5G core domains. It complements the Mtlfiyer(IP over Transport) NDT and the Industrial NTN NDT by
enabling the representation, emulation and whiatanalysis of an entb-end 5G stack (RAN and CN) under
controlled conditions. The desigr the digitaltwin of the RAN is built on OAI components, reyrRFSimulater

based gNB and UEs together with a Seriiased Architecture (SBA) 5G CN and is exposed to the management
and orchestration plane of FLEC®® through standardligned Northbound Interfaces.

The foundational design property of this NDT is the use of OAl RFSimulator as a software replacement for the
actual radio interface. RFSimulator replaces the RF board driver of the gNB/UE software stack, so that full
software UEs and a fedbftware gNB eshange timedomain I/Q samples through a software channel model
rather than through a real RF board. All other layers (L1, L2 and L3) remain unchanged with respect to a
deployment using a real Radio Unit (RU), which makes the OAI NDT patrticularly regireserfitthe behaviour

of an operational RAN. The exclusive software option that grants access to all the configuration dimdereal
modification features of OAIl's channel simulation is exploited to make the channel model dynamically driven
from the orchestration plane, supporting predefined channel models such as those defined in 3GPP TR 38.901
(SCM, TDL, AWGN, Rayl€ig).

The OAbased RAN and CN NDT is composed of three main building blocks: (i) the OAI Emulation Manager (OEM
DT), which configures the OAI RFSimulator and the 5G CN, instantiates scenarios and supervises their lifecycle;
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(i) an xApp running on top of a neRealTime RAN Intelligent Controller (FlexRIC) to collect KPIs and control
gNB functions via the E2 KPM and RC Service Models; and (iii) a Network Data Analytics Function (NWDAF) that
exposes Core Network analytics dlagh standardized 3GPP servizased interfaces. These three elements
communicate with the FLECE@& management plane through Northbound Interfaces aligned with the ETSI ZSM
Management Service model and with the NDT NBI specification described in Se2tisgnabling them to be
invoked,parameterisedand observed by the NDTaaS Orchestration Framework.

From a deployment perspective, the entire éalsed RAN and CN NDT run as a efmiitve, containerised
environment. Peiscenario stacks are instantiated on demand and torn down at the end of eachifwhat
execution, ensuring reproducibility, isolation between concurrent NDT Jobs and consistent integration with the
rest of the FLECOBG NDT Framework. The Weployed on top of the emulated RAN can run real applications
(e.g., iPerf or HTTP traffic), enabling the evaluation of setgiad KPIs in additioto PHY/MA@evel metrics.
Figured.5illustrates the internal architecture of the GBased RAN and CN NDT, showing how the management
plane, the NBI, the OEMT orchestrator and the pexcenario Docker stack aoeganisedand interact.
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Figure4.5: Internal architecture of the OpenAirinterfatimsed RAN and CN NDT

4.2.1.3 Industrial NTN NDT

A NonTerrestrial Network Digital Twin (NTN NDT) provides a digital mirror for any sabellieel network,
enabling emulation of modern satellite constellations, including the lossy links characteristic of real satellite
communications and the dynamic assmovement reflecting actual satellite topology changes. While the
envisioned Industrial NTN NDT goes beyond pure emulation and simulation (incorporating advanced features to
better support analysis andptimisation) the presence of a robust, realistictm®rk emulation environment is
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a fundamental prerequisite. This environment serves as a key enabler for the NDT, offering an accurate digital
O2dzy G SNLJ NI G2 GKS LKeEaAADTFE WHliGRANFa | TRNIF2 IOS KA i A 2K ly
making.

Building uporour previous worlf63] aimed at bridging the gap between physical and digital environments, the
COSNO frameworf63] has been further extended to operate as a digital replica of satellite networks. By
incorporating awareness of both the current system state and anticipated future behaviours, and by
complementing these capabilities with visualization and decisigwportfunctionalities, COSNO is evolving from

a standalone emulation framework towards a more comprehensive Industrial NTN NDT solution. In this
enhanced role, the Industrial NTN NDT is expected to reflect, in real time, the behaviour, performance, and
operatioral state of its physical counterpart, while simultaneously providing a controlled environment for
scenario execution and for the validation of orchestration decisions. A-lbigh overview of its internal
architecture is depicted iRigure4.6.
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Figured.6: Internal Architectureof the Industrial NTN NDT

Such transformation of requires several architectural enhancements. These extensions were specifically
designed to address the core requirements, ensuring its ability to accurately represent, predict, and optimize
NTN networks across its lifecycle. Thesshaectural enhancements are described below.

4.2.2 ProposedNDT FrameworlArchitecture andinterfaces

As the NDT Framework is designed to unify NDT access, it is crucial to establish uniform yet flexible specifications
for NBI, SBI andomposejoint workflows The following section describes the initial process of establishing the

first version of theNDT Framework softwar&Bl for all NDTs using relevant standards and requirements coming
from both each NDT and the FLEG&Marchitectureand workflows defined for the first software releaSene

NDT NBI template is kept generic for every domain to implement a subset of functioneczasaryor project

Use CasedNotably, SBIs are not specified as part of the first release, as physical networks exhiimastgni
heterogeneity and variation, making it impractical to define uniform synchronization interfaces across all
domains at this stage.
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4.2.2.1 NDTArchitecture

The oserall design of the NDT access is showcasEajure4.7, where each NDT has its own implementation of

the uniform NBI which NDTaaS Orchestration Framework can address. Each NDT is expected to have internal
orchestration mechanismas a result, the NBI is expected to build on top of domain orchestration to bridge it
with intra-domain decisions dhe NDTaaS Orchestration FramewdsBl is highly domaispecific and would be
described for every NDT in the respective dorddDT section.

MNDTaasS Orchestration Framework

MBI MBI NBI
RANand CNNDT/ /| NTNNDT fil- “"ELE;‘"SP""
SBI | | SBI | | SBI
3 h Y
Real netwark Real netwark Real netwark

Figured.7: NDT Framework higlevel architecture

Internaly, eachNDTmust have modular designe.g.,have separate NBI, SBI, NDT instances and an Internal
Orchestrator.The internal NDT Orchestrata a key component for NDT Framework validitghibuldmanage
NDTFunctios - their instantiaion, checkpoining, termination andmanagement oNDTFunctiorstates Data
management(namely interconnectionof network probes between different NDTFunctionsinjection and
retrieval of KPIsnhust also be considered, either aseparate blockor as part of the Internal Orchestrator. NBI

must only connect the NDT domain to the NDTaaS Orchestration Framework, whereas SBI must only connect
the NDT domain with the physical domain netwokdatabase for NDTReport storage can be used as well.

4.2.2.2 NDT NBI specification

Northbound Interface, interacting with NDTaaS Orchestration Framework, is spedfiegtbhe requirements
collected in WP2The following endpoint categories have been identified to be necessary for the initial
prototype:

Status endpoint availability and capabilities

NDTFunction lifecyclestart/stop/update/list current NDTFunctions

NDTJob lifecyclestart/stop/update/list current NDTJobs

NDTReport librarylist all available/retrieve specific cached NDTReports
Dataflow managementingest telemetry/kpis/events or retrieve network context

=A =4 =4 =4 =9

The initial specifications used data structures based on relevant standards outlined in 8ettion

NDTFunctiordescriptor included the following fields: NDTFunctionsfatus access points, domain type (e.g.,
NTN or Transport) and other metadatdDTJobs intended to be used as a uniform descriptor for sirdgenain
what-ifs, multtdomain whatifs and closedoopoptimisationrequestsNDTJollescriptor included NDTFunction
owner ID, current state and other metadafdDTReport another key data type, included report ID, NDTJob ID
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it belongs to, results (metrics collected and decision summary in NDTReportResult structure), errors and a
summary.Telemetry, KPIs and Evenfimjected or consumed) followed a similar structure, with NDTFunction ID,
timestamp and measurements themselves (e.g., telemetry stream, KPIs array, event type).

The collection of endpoints and desired data models to be used as a template for all domain NDTs was structured
as anOpenAP§specification Figured.8Figure4.8 shows an impression on the list of endpoints collected.

API status ~
/v1/health Heaith endpoint v
NDT Function management ~
/vl/ndt-functions Configure and create new NOT instance ~
/v1/ndt-functions List avaiable NOT functions o~
/vl/ndt-functions/{ndtFunctionId} GetNDT function metadata/datails v
IEEGE /v1/ndt-functions/{ndtFunctiond} Torminats and cioan up NOT instance ~
/vl/ndt-functions/{ndtFunctionId}/state Gelcurrent digital twin/model state ~
NDT Job orchestration ~
/v1/ndt-jobs Create job (whati, validation, optimize, mult-domain v
/v1/ndt-jobs Listal NDT jobs -
/v1/ndt-jobs/{ndtJobId} Getjob statusicetails &
/v1/ndt-jobs/{ndtJobId} Updatenerminale job stale ~
IEEEEE /v1/ndt-jobs/{ndtIobId} Expiciy teminate job and cean up ~
NDT Report library ~
/vl/ndt-reports List simulatoniopiimization reports v
/vl/ndt-reports/{ndtReportId} Getdetaisiesults for a specific report ~
Dataflow management ~
/vl/telemetry ingest e o
/V1/kpis Ingest kPI ~
/vl/events Ingest el cations (stale change, anomaly, violation) v
/v1/network-context Retrieve network context (islemetry, KPls, events) v

Figure4.8: domaintagnostic template API specification of NDT NBI

For the first release, three essential calls were decided to be developed: NDTFunction creation and NDTJob
creation and manipulatioriThe bllowingFigure4.9 provides a deeper look into these endpoints.

NDTFunction creation requires simulation parameters (specific to each NDT), networkSnapshot if available and
other context, where the return type is the resulting NDTFunction descriptor. NDTJob creation requires task
description, NDTFunction ID it must gtan, execution policy entailing the type of the Job (e.g., whaingle
domain, whatif multi-domain, closedoop), and vhether the checkpoint needs to be created prior. The result is

\the NDTJob descriptor. To update the NDTJob (e.g., start it), #ieedestatemust be requested, where the
returned response body is the updated NDTJob descriptor.
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/vl/ndt-functions Configure and create new NDT instance | ~

Parameters Try it out |

No parameters

Request body

Example Value Schema

{
“networkSnapshot”: {3,
“simulationParameters”:
“tenantContext™: {}

Responses
Code Description Links
201 NDT Instance created and configured No links
Media type
applicationfjson

=

Accept he

Example Value Schema

“ndtFunctionId”: “string”,
“deploymentStatus™: “string",
"accessEndpoints™: {3},
“runtimeMetadata”: {3},
=domain®: "string”

“createdat” 21709:43:50. 842",
“updatedAt”: . 21T@9:43:50. 8842"
}

/vl/ndt-jobs Create job (whatif, validation, optimize, multi-domain) ~

Parameters Try it out

No parameters

Request body %" application/json

Example Value | Schema

"ndtTaskDescriptor™: {J,

“ndtFunctionlds®: [
“string"

1.

“executionPolicy’

“prepCheckpoint”

Responses
Code Description Links
201 Job created (simulation/optimization/what-if/validation) No links

pe

application/json

‘Accept

Example Value = Schema

“ndtJobId": "string”,
“ndtFunctionlds": [
"string”

“lifecycleState"
= edSt
04-21T89:44:21. 0862

“updatedAt’ 04-21T09:44:21.0862" ,
“reportlds”
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/v1/ndt-jobs/{ndtJobld} Updateterminate job state |~

Paramet ters Try it out |

Request body applicationjson v

Figure4.9: NDT NBI endpoint examplesreate NDTFunction, create and update NDTJob

4.2.2.3 NDT NBI Workflows

Along with APl endpoint definitions, it is crucial to identify the process behind every API call and plan all NBI calls
into concrete, usespecific workflows. Overall, 4 different scenarios must be supported by the NBI: NDTFunction
lifecycle; singlelomain what-if simulation; multtdomain whatif simulation; closedoop optimisation The
following section provides visual representations for each scenario. All of the following workflows defined
contribute as building blocks to NDTaaS Orchestration Framemaniflows defined in D2[2] .

NDTFunction lifecyclas shown ifrigure4.9 consists of NDTFunction creation and deletion. It is one of the basic
processes every NDT NBI must support, as all other scenarios can only progress on a live NDTHguction.
4.10 represents initial part of the lifecycle workflogrNDTFunction creation API cqlin 3 possible settings:
blackbox realnetwork, white-box real networkand when NDTFunction has already been instantiated. In the
white-box setting, the real network is available for explicit management and monitdnigrgce the NDT can
directly subscribe to all network events and management calls. Once the NDTFunction is requested, explicit
creation and realvorld synchronisatiortake place. After the NDTFunction is instantiated and its data streams
are connected to the underlying physical domain network, the NDTFunction descriptor is returned as per
NDTFunction creation APl. When it comes to blawk real networks (e.g., commerciaiopiders with custom
commercial protocols). In this case, only certain network devices connected to the network, are available for
manipulation (e.g., probes deployment, metrics pull). As a rethdtrealworld synchronisatiorstep is much
shorter canpared to the whitebox setting. If the NDTFunction is already instantiated, the API call should return
with no NDT interaction. For NDTFunction deletion, a similar approach must be taken in all 3 settings.
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Speaking of whaif singledomain simulationas depicted ifrigure4.11, the workflow involves several NDT NBI

calls: prepare execution environment (create NDTJob), prepare data streams (get network context), and start
simulation (start NDTJob). The execution environment preparation entails checkpointing and NDTJob
instantiatons, where the NDTJob is not started yet. Once the data stream is passed to the NDTaaS Orchestration
Framework, the NDTJob can be started. Returned results must confotime NDTReport structure: both
intermediate and final results.
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Multi-domain whatif simulation as shown irFrigure4.12 would look fairly similar in the first software release.
NDTJob creation and start are directly passed to both domain NDTSs, the only difference here is data preparation.
5FaGF &aGNBlIY SEOKFYy3IS R2S8ay Qi KI LISy in@ENDE degeAdériciésy  NJ-
which must be resolved between NDTs directly. In the first release, we do not test this functionality, thus it is
not explicitly described and only framed as NDT stitching. After both NDTJobs are started, the process is yet again
similar to singledomain whatif, as data exchange happens internally, NDTReports arrive to NDTaaS
Orchestration Framework from each NDT individually.
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Figure4.12: NDTJobs multilomain workflow

Closedoop optimization as shown irFigure4.13 is framed as multiple singldomain whatif simulations,
governed by the NDT internal orchestrator. Here, the wifataire generated by the NDT internal orchestrator
based on the initial intent passed (see prepare model state). The optimization is tréedsind on every step

of optimization the internal orchestrator aggregates the monitoring data to produce a cumulative NDTReport.
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OFLECOMG, 226 Page [86




D4.INDT architecture prototyping for scalable, native Al driven zero touch network automation (initial version) 3= srcon-s6

API specifications and APl interactions in the form of workflmavsist ofall technical documentation of the first
NBI API release, of which 3 chosen calls (NDTFunction create, NDTJob create and update) every NDT
implemented and tested individually.

4.2.3 Perdomain NDT Frameworkmplementation

This section describes domaspecific considerations of thdDT Frameworkmplementation¢ North-Bound
Interface template adaptation to specific domain needs amdrall realization of workflows, described above.

4.2.3.1 Multi-Layer (IP over Transport) NDT

The MultiLayer IP over Transport NDT focuses on the modelling, analysis and validation of transport network
scenarios involving different technological layers, with particular emphasis on the interaction between IP/MPLS
connectivity and the underlying ojgtal transport infrastructure.

Two complementary implementations are considered. The first one is an-Sperte Transport Network Digital

Twin, aimed at supporting rapid prototyping, integration testing and alignment with the common NDHIAPI

for Transport IP domairnThe second one is an advanced Muliiyer Transport NDT based on theighthouse
Network Planner, which provides richer modelling and analysis capabilities for IP over optical transport scenarios.

4.2.3.1.1 OpenSourceTransportNetwork Digital Twin

The OperSource Transport Network Digital Twin provides a lightweight and flexible implementation of a
transportdomain NDT aligned with the common FLEGBGNNDT Framework concepts. Its main purpose is to
support rapid experimentation with the NDT NBI, blirag the creation and execution of NDT Jobs over transport
network scenarios without requiring a complex commergiade planning environment.

This implementatiortan be seen aarapidintegration-oriented prototype. It allows the project to validate the

basic interaction flow between an NDT consumer and a transport NDT, including the exposure of available NDT
Functions, the creation of NDT Jobs, and the retrieval of execution reBultelying on an open and extensible
implementation, it also facilitates early testing of the NDTaaS Orchestration Framework and supports the
progressive refinement of the common NDT data models and API endpoints.

From an implementation perspective, the Op8ource Transport Network Digital Twin has been developed as
a Javebased software component, leveraging Net2Plan as the underlying network modelling, simulation and
analysis engine. Net2Plan provides the intérn@presentation of the transport network topology, traffic
demands and candidate network states, while the M{PTayer exposes these capabilities through a RES€Ed

API. The API is specified using OpenAPI, enabling a structured and implementidgmendent description of

the available endpoints, request payloads and response models. In line with the common FaGEMNDN
Framework, the exposed API includes operations related to NDT Function management, NDT Job execution and
result retrieval. The compwent is packaged as a Docker container, facilitating reproducible deployment,
integration testing and future interaction with the NDTaaS Orchestration Framework. This implementation
approach allows the OpeBource Transport NDT to act as a lightweight pmdable baseline for validating the
common NDT NBI and for testing transpddmain whatif analysis workflows.

Figure 4.14 and Figure4.15 capture the running Opesource IP Transport NDNBI| exposed through an
OpenAPI/Swagger specification. The API provides the main operations required to interact with the NDT,
including the creation, listing, update and termination of NDT Jobs, the retrieval of NDT Reports, the discovery
of available NDT gtions, and access to the current digital twin state. This interface represents the integration
point through which external orchestration components, such as the NDTaaS Orchestrator, can request IP
transport whatif analysis, validation, optimization aneporting operations.
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Open-source IP Transport NDT AP &2

fv3japi-docs
Network Digital Twin (NDT) based in Net2Plan uisng IETF data models. This API allows to interact with the NDT to perform different operations such as KPI evaluation, check network design, evaluate
network changes, etc.

Contact Enrique Fernandez

Servers
[ http://localhost:55955 - Generated server url v ]

NDT IP Transport Management Demain-specific NDT Mns for FLECON-6G ~
GET /vl/ndt-jobs Listall NDT jobs ~
POST /vl/ndt-jobs Create job (what-if, validation, optimize, multi-domain) ~
GET /vl/ndt-jobs/{ndtJobId} Getjob status/details v
‘m /vl/ndt-jobs/{ndtJobId} Explicitly terminate job and clean up ~
/vl/ndt-jobs/{ndtJobId} Updatefterminate job state v

GE' /vl/ndt-reports List simulation/optimization reports v
GET /vl/ndt-reports/{ndtReportId} Get details/results for a specific report v

GE /vl/ndt-functions Listavailable NDT functions v

GET /vl/ndt-functions/{ndtFunctionId} GetNDT function metadata/details v
‘m /v1/ndt-functions/{ndtFunctionId} Terminate and clean up NDT instance ~
GET /vl/ndt-functions/{ndtFunctionId}/state Get current digital twin/model state v

GE /v1l/health Health endpoint v

Figure4.14: Snapshot of the Opesource IP Tranport NDT NBI

. /vl/ndt-jobs Create job {whatif, validation, optimize, multi-domain) ~
/vl/ndt-functions List available NDT functions |/\ bl
Create a new NDT job to execute simulations or optimizations
Get list of all configured NDT functions
Parameters Ty it out

No parameters

Example Value | Schema

No parameters

dtTaskDescriptor: “string”,
fonTds™: [

Responses

Code Description Links Responses

200 List of NDT Functions No links . tks
Media type 201 No finks
[ application/json ~ ]

Controls Accept header

Example Value Schema

[
ndtJobld*: “string",
"ndtFunctionId": “string"” r
"deploymentStatus”
"accessEndpoint
"runtimeMetar

026-05-05T09:08:37.3562",
"updatedAt”: 026-05-05T09:08:37.3562"

Figure4.15: Data models of the Opesource IP Tranport NDT NBI, a)-figtction, b) ndtjob

Moreover, Figure4.16 shows the execution of the Opesource IP Transport NDT as a running Spring Boot
service. The log confirms the initialization of the Net2Riased NDT application, including the activation of the
embedded Tomcat server and the exposure of the REST AraBb955. This snapshot illustrates the current
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deployable prototype status of the NDT, implemented as a-bagad service and ready to receive NDT
management requests through its northbound interface.

Figure4.16. Running instance of the Opaource IP Tranport NDT

Finally,Figure4.17 illustrates the execution flow of concrete NDT management operations through the-Open
source IP Transport NDT. The snapshot illustrates the discovery of available NDT Functions, the retrieval of details
for the capacityplanning function, and the creatioof an NDT Job using an example IP network topology. The

log also shows the job execution lifecycle, from request reception and scenario preparation to job completion
FYR NBLEZ2NI 3ISYSNIdA2ysS RSY2yaildNF GAy3 (miti&s. LINR G2 G & LIS

Figure4.17: Capture of the Opesource IP Transport NDT when executing concrete NDT jobs

4.2.3.1.2 Advanced MultiLayerTransportNDT based on-Eighthouse Network Planner

The Advanced MuHiayer Transport NDT follows a different implementation approach from the lightweight
opensource prototype. Rather than being conceived primarily as an API validation component, it builds on the
ELighthouse Network Planner as a matuaftware asset for multiayer transport network planning and
optimisation. In this implementation, the main value lies in the ability to reproduce realistic IP/MPLS over optical
scenarios, analyse the impact of traffic variations or configuration chaagdsassess the feasibility of candidate
network states using detailed multhyer models. The FLECO® work extends this plannirgriented baseline

towards an NDT operation mode, where selected ENP capabilities are exposed as callable NDT Functions and
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executed through NDT Jobs. This allows the tool to be used not only for offline planning, but also as a digital twin
component supporting whaif analysis, multlayer impact assessment and future clodedp decision
validation. In this sense, the Advanc#lulti-Layer Transport NDT provides the project with a higidslity
transportdomain twin, complementing the opesource prototype with more advanced modelling, optimisation

and scenario evaluation capabilities.

The Multilayer Transport NDT exposes its capabilities through a-B&®d NBI API, implemented and
documented using an OpenAPIl/Swagger specification, as illustratEdjime4.18Figure4.18. This interface
provides a uniform access point for the NDTaaS Orchestration Framework,-ldopecbordination functions

and operator tools to discover available NDT Functions, trigger and manage NDT Jobs, ingest events, KPIs and
telemetry, retrieve newvork-context information, and access the resulting NDT Reports. Following the common
FLECOMG interaction model, NDT Functions represent reusable simulation, planning or validation capabilities;
NDT Jobs correspond to concrete executions of those cagebitiver a given muHayer scenario; and NDT
Reports expose the generated KPIs, bottlenecks, warnings, optimisation outcomes and drqgiort
information. The example shown Kigure4.18 (b) illustrates how the NBI returns structured metadata for an
available function, including its identifier, description, type, parameters and execution requirements, enabling
higherlevel orchestration components to select and invoke the appropriate-liEdd$ed analysis before actions

are applied to the operational IP/optical transport infrastructure.

Figure4.18: Multi-layer Transport NDT NBI implementation with; a) available queries; Hundtion data model

Figure4.19 highlights the ENP/MuHliayer NDT GUI representing a miétyer transport scenario composed of

two interconnected network domains: an IP domain and its underlying optical transport domain. The GUI shows
the capability of the Advanced Multiayer TransporNDT to maintain a unified view of both layers while
preserving their domakspecific characteristics, resources and control abstractions. In particular, the left panel
shows the integration with standasdased SDN controllers, including an He&&ed IRcontroller for the packet

layer and a TARJased optical controller for the optical layer, enabling topology discoverysgndhronisation

with the operational network. This muldomain representation allows the NDT to correlate IP routers, optical
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